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Select 4 features of URL
(Domain, PrimaryDomain,
SubDomain, PathDomain)

1

f : _
Calculating the values of 6 heuristics
(PrimarvDomain, SubDomain,

PathDomain, PageRank AlexaRank,

AlexaReputation)
J
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Newro-Fuzzy Network
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[ Classifying the sites ]
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Input: PomaryDomam
Output: Value of heunstic “PnmaryDomam”™

If PamaryDomam 1s IP then value= 0, /7 doubt phushing
If PonmarvDomamis not IP then
result = Suggestion Google(PnmaryDomain);
If result is null then
value= 4, // no doubt plushing
Endif

If result is not null then
value=Levenshtem{result, Parmary Domam);
Endif
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Input: m / mis SubDomamor PathDomam
Qutput: Value of heunstic “m”

If SubDemamnis mull then value=4; /' no doubt phishing
If SubDemamis notnull then
result = Suggestion_Google(m);
If result is null then
value = 4; // no doubt phishing
End if
If result 15 not null then
value= Levenshtem(result, m),
End if
Endif
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P(x) = Z(x, 1, 3) )
L(x) = S(x, 2, 4) ()

&

Phishing Legitimate

3
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P(x) = Z(x, 2, 6) (5)
L(x) = S(x, 4, 8) (6)




Phishing Legitimate
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P(x) = S(x, 1mil, 3mil) (7)
L(x) = Z(x, 300k, 2mil) (8)
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P(x)=Z(x, 5, 20)
L(x) =S(x, 10, 30)

Phishing Legitimate

> 10 20 30
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the second layer
2
Extracting sach tupls in training
dataset [the value of 12 nodes)

'

Calculating the mnput, ovtput valoe
of sach noda in the third laver

L™ * )
Calevlating the input, output valpa
of ths output noda

Caleslating the srror of
the output noda

waght l-

oplats phise

Initialize the weights from ]

Caleslating the error of the nodes
in the third laver

!

[ Caleulating average emor ]

Updating the weights

Error<=threshold or
Interation=maximum
epochs

End of training
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W = W + R* Err*O, (16)
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phish_id url phish_detail_url submission_time verified verification_time
2111050  hitp /www montenegrodrive me/components http-itwww. phis htank com 2013-11-1709.12.02 yes 2013-11-17 142140
fgoogledoc. fphish_detail php?phish_id.

2111010  httpAitunesconnect apple com jooltec corm.br httpiweww phis htank com 2013-11-17 09:08:17  yes 20131117 135852
fupda . Iphish_detail php?phish_id...

2111001  hitpAkuznyanova org ualdeal/googledocss http-Awww phis htank com 2013-11-17 090732 yes 2013-11-17 140739
fgoogledo. Iphish_detail php?phish_id..

21108987 nhttpfpamasseweb inwp-includes http iwewwe phiis htank com 2013-11-17 090708 2013-11-17 140815
fisimy screenname . fphish_detail php?phish_id..

2110888 http/ipaypal.com-inc-security-account- hitp:dwww. phis htank com 2013-11-17 09:06:17 20131117 140112
45453612358 . Iphish_detail.php?phish_id..
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phish_id domain primarydomain subdomain pathname

2111050 montenegrodrive me  montenegrodrive components googledoc, index htm

2111010  jooltec.com.br jooltec itLnes connect apple, com updats,

2111001 kuznyanova.orgua kuznyanova deal googledocss,googledocss 555

2110897 pamassewebin pamasseweb wp,includes js myscreenname 2ol com,my screenname..

2110988 sorplfr sorpi paypal com,inc, security account  cmd home&amp;dispatch 2f643150d63dedbd3e4d 1107105,

s 9 e il cdial 5y 3 Lol aials Sl VY Sl

& miloo sl AleXa.com 5 J5s5 sominr H5ige (Dbl ol 1 :699y9 0,5 b )] drlns
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phish_id primarydomain  subdomain  pathdomain  pagerank  alexarank alexareputation
2111050 4 4 2 6274104 Z
2111010 4 0 4 6274104 2
2111001 4 4 0 6274104 2
2110997 23 4 0 160379 18
2110988 5 0 4 7104259 1

205 Gl 6 Al lp S Z L IS S Cugas U g0 e aY 50 0,5 VY 55,1 dule

ol 0ol ools HLas VW S )0 a5 00,5 oo 1,8 colaiul 050 a0V pego

phish_id P1 2. P P& P Pe LY L2 L3 L4 L5 L6
2111050 0:00 000 050 100 100 100 100 0.00 0.00

2111010 000 100 GO0 100 100 1.00 .00 1.00 000
21110017 000 000 100 100 100 1.00 100 0.00 0.00

2110997 000 000 1.00 100 000 028 1.00 000 000
2110988 000 100 000 100 100 100 100 1.00 0.00
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Learning : Actual Sites | Detecting Sites
Rate Testing dataset (A) (D)

No.1 5,000 4918
No.2 5,000 4,916
No.1 5,000 4,908
No.2 5,000 4914
No.1 5,000 4,914
No.2 5,000 4,931

No.1 5,000 4,939
No.2 5,000 4,924

No.1 5,000 4,933

No.2 5,000 4,921

No.1 5,000 4,925
No.2 5,000 4,919

No.1 5,000 4,955
No.2 5,000 4,955

No.1 5,000 4,914
No.2 5,000 4,908
5,000 4,920

No.2 5,000 4912

0.1

0.2

03

04

0.5

0.6

0.7

0.8

©olpiny SuSS L eds g RMSE I Jgu>

Learning Rate RMSE Accuracy

0.1 1.66 08.34%
0.2 1.78 08.22%
0.3 1.56 08.45%
0.4 1.38 08.62%
0.5 1.46 08.54%
0.6 1.56 08.44%
0.7 0.90 99.10%
0.8 1.78 08.22%
0.9 1.68 08.32%

(1) SooST b ann Lo C
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(V) S5 epgs el gl Cglos Veoe b Kind gl Ve e Jols Sum a5 00,8 g5l mex
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(1) SeisS b gel azmes M Jgor

Testing Dataset (1) (2) (3)
No.1 867 82 51
No. 2 865 76 59
No. 3 847 a0 63
No. 4 002 172 26
No. 5 841 109 50
No. 6 64 873 63
No. 7 50 911 39
No. 8 39 RO5 66
No. 9 97 871 32
No. 10 85 863 52

(1) ST L dus o D
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O ST pgd 09 Sl ol B v+ L Kicid Colw 000+ Jolds SO 12 a5 (020,5 (5,9] oz (3905
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Learning . Actual Sites | Detecting Sites
Rate Testing dataset (A) D)

0.1 No.l 5,000 4,612
) No.2 5,000 4,520
No.l 5,000 4,624
No.2 5,000 4478
No.l 5,000 4,689
No.2 5,000 4,735
No.1 5,000 4.456
No.2 5,000 4,792
No.l 5,000 4,732
No.2 5,000 4,736
No.l 5,000 4,721
No.2 5,000 4,678
No.l 5,000 4,599
No.2 5,000 4,725
No.1 5,000 4,772
No.2 5,000 4,697
No.l 5,000 4,719
No.2 5,000 4,699

0.2

0.3

04

0.5

0.6

0.7

0.8

0.9




Learning Rate RMSE Accuracy

0.1 8.73 91.27%
0.2 9.10 90.90%
0.3 5.78 94.22%
0.4 8.24 91.76%
0.5 5.32 94.68%
0.6 6.03 93.97%
0.7 6.88 93.12%
0.8 5.36 94.64%
0.9 5.82 94.18%
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