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if PrimaryDomain is IP then
| value = 0; //doubt phishing
else
Result = Suggestion_Google( PrimaryDomain);
if Result is NULL then
| walue = 1; //No doubt phishing
else
if Levenshtein(Result, PrimaryDomain)=0 then
| walue = 1; //No doubt phishing
else
value = 1 —
(1/Levenshtein(Result, PrimaryDomain));

end
end

end

shol anels 335l (6 dmslone 1) a2y 5

Data: m //m is SubDomain or PathDomain
Result: The value of heuristic m
if m is NULL then
| walue = 1; //No doubt phishing
else
Result = Suggestion_Google(m):
if Result is NULL then
| walue = 1; //No doubt phishing
else
if Levenshtein(Result, PrimaryDomain)=0 then
| wvalue = 1; //No doubt phishing
else
| value = 1 — (1/Levenshtein(Result, m));
end
end

end
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Data: URL
Result: The value of heuristic PageRank
value = Google_Page Rank(URL);
if value <=0 then
| walue = 0; //doubt phishing
else
| wvalue =1— (1/value);
end

PageRank 3, s auloee ¥ o,

Data: URL
Result: The value of heuristic BackLink
value = Google_BackLink(URL);
if value <= () then
| walue = 0; //doubt phishing
else
| value =1 — (1/value);
end
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Data: URL
Result: The value of heuristic GoogleIndex
value = Google_Index(URL);
if value <= ( then
| wvalue = 0; //doubt phishing
else
| value =1 — (1/value):;
end
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Initialize the weights
NP

Extracting each tuple in training
dataset (the value of =x input nodes)

M
Caleulating the input value of sutput node
o
Calculating the output value of output node
sl
Caleulating the error of output node

W
Calenlating average etror

Updating the weights
I

Error<=threshold or
Interation=maxinmun
epochs

End of training
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phish_id uil phish_detail_url subrmission_tirme verified vanficaton_tme
2110828 hitpfwww paypal com ukwebapp filippotieau be Alptaaway phaghlank con 2013-11-17 DDX41:35  yes 2013-11-17 130459
fa. Iphish_detall php?phish_id
2110837  hitpakdapkasulihufwp-adminfinciudesiramax hitpifwwes phishiank com 2013-11-17 00:41:25  yea 2043-11-17 07:-14:39
Iphish_detaik php?phish_id.
21710235  hilpiwww umbreliacreative com, aufwp-conient hitp e phighiank com 2012-171-17 004116 ves 2013-11-17 135074
fplug... fphigh_detail phpTphisn_id.
2110235  hitp MAwwswlivingabroadmagazine co.uk hittpeiwsen phia hitank com 2013-17-17 00:41:10 20193-11-17 13:04:58
Igoogledacssi.. iphish_detall php7phish_id.
2110831 hitpfww paypal comlogin actount @ ecp,.org hitpiwwew phishbtank com 20131117 00:40:26 2013-11=17 13:50:14
ISccdi, ., fphizh_detail php?phizh_id.
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phish_id domain prnmarydomain subdomain pathname

2110838 filippotteau be filippotieau paypal.com,uk,webapp .dd

2110837 klapkasulihu Klapkasuli wip adminincludes remax

2110836 wumbrellacraalive. com.au umbrellacreative wp,contant plugins 2013gdocs indexhim
2110835 Ivingabroadmagazine.couk  livingabroadmagazine googledocss googladocss 555

2110831 weecp.org aecp paypal.com,login.account websccmd¥%3D accounlphp
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2110838 10 5 -10 =10
2110837 1 1D ="F00
2110836 = =70 =10
Z2T10835 10 =10 =10
2910831 10 -10 =il
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phish_id P1 P2 P3 P4 P5 P& L1 L2 L3 L4 LS L6

2110838 . 0.00699 0.00005 000699 099995 099995 099995 099331 099995 099331 0.00005 0.00005 0.00005
2110837 000669 0.00663 000005 099995 099995 099995 0159331 0.99331 0999385 000005 0.00005 000005
2110836 000079 0.00689 000669 099995 0:999595 099995 059921 0.99331 095331 000005 000005 O.00005
2110835 000669 0.00662 000005 099995 099995 099995 0.99331 099331 093995 000005 0.00005 0.00005
2110831 000005 0.00005 0.00005 0.99995 098995 0.99995 0.59995 0.99985 099995 000005 0.00005 0.00005

peo Y )0 63 sle )l A IS

o 5 T a el el 5B 5o w0 S Ll ]y 6ol 55 5 AL Sl (Aigel Sl (Bisel 5B (O
0.1.0.2, 0.3, 04, 0.5, 06, 0.7, 0.8 and 0.9 (S S0l £
\++.. :Epochs slus
VB - shadsl o5 (Solad slo o3, e (5
Ose3l 36 .
6)¢f°l?. cr L asls ‘_,i‘,)'yﬂ sl o9 ‘_,,L...J » QaA)'T ol dacgazmo ¥ L Golpinn ST &1 4O
(Sl el i slas) RMSE .54 P Qaﬁﬂ 0.1, 0.2, 0.3, 0.4, 0.5, 0.6, 0.7, 0.8 and 0.9

/ . [.)2
RMSE = Z{Aﬁv L) (12)

o ools dcgoaze ;0 b diges laas N g 28ly sl colus slows A; w0aisS glulis sla cole slaws I; Ry

Fr b ool s RMSE-Y ¢ =i ciw)d 05d oo demlne ) Ojgo 0 iy Comd Gl (905

1 s salgt osls i1 Jyar o 01, 02, 0.3, 04, 05, 0.5, 06, 0.7, 0.8, 09 , <,
Fp L 7AAYY Cas e 45 0Bl yo g o 00l Hlis I Jgam 1o sw o g RMISE onnl sy gl

Ded oo lid |y ¥ (6,50l 25 LTAAYY S tp oy g +LV 650k
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| Learning Rate | Testing dataset ‘ A; | I;
0.1 No.l ,000
0.1 No.2 , 000
0.2 No.1 ,000
0.2 No.2 ,000
0.3 No.1 ,000
0.3 No.2 , 000
0.4 No.l , 000
0.4 No.2 ,000
0.5 No.1 ,000
0.5 No.2 ,000
0.6 No.l , 000
0.6 No.2 ,000

0.7 No.l , 000
0.7 No.2 ,000

0.8 No.l , 000
0.8 No.2 , 000

09 No.l ,000
0.9 No.2 , 000

olgin eSS L siwyo g RMSE - 11 o

‘ Learning rate | RMSE | Accuracy |

0.1 1.51 98.49%
0.2 1.68 98.32%
0.3 1.33 98.67%
0.4 1.12 95.88%
0.5 1.32 98.68%
0.6 1.30 98.70%
0.7 0.69 99.31%
0.8 1.66 98.34%
0.9 1.61 98.39%
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Testing dataset ‘

(1)

(2)

(3)

No.l

367 (86.7%)

82 (8.2%)

51 (5.1%)

No.2

865 (86.5%)

76 (7.6%)

59 (5.9%)

No.3

84T (84.7%)

90 (9.0%)

63 (6.3%)

Nod

902 (90.2%)

172 (17.2%)

26 (2.6%)

No.5

541 (84.1%)

109 (10.9%)

50 (5.0%)

No.6

64 (6.4%)

B73 (87.3%)

63 (6.3%)

No.7

50 (5.0%)

0911 (91.1%)

39 (3.9%)

No.8

39 (3.9%)

BY95 (89.5%)

66 (6.6%)

No.9

97 (9.7%)

B71 (87.1%)

32 (3.2%)

No.10

85 (8.5%)

863 (86.3%)

52 (5.2%)
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| Learning Rate

Testing dataset |

A;

I

0.1

No.l

000

0.1

MNo.2

. 000

0.2

No.l

000

0.2

No.2

e enf| en| en

000

0.3

No.l

000

0.3

No.2

.000

0.4

No.l

. 000

0.4

No.2

. 000

0.5

No.l

000

0.5

No.2

| enl| en| enf| en| wn

. 000

0.6

No.l

. 000

No.2

en| en

. 000

No.l

000

No.2

. 000

No.l

o[ en| en

. 000

No.2

., 000

No.l

. 000

No.2

en| enl| en

000
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Learing rate | RMSE | Accuracy

0.1 73 91.27%
0.2 9.10 90.90%
0.3 5.78 94.22%
0.4 8.24 91.76%%
0.5 32 94.68%
0.6 5.03 93.97%
0.7 Mate 93.12%
0.8 36 94.64%
0.9 5.82 94.18%
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