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Data: PrimaryDomain
Result: The value of heuristic "PrimaryDomain”
if PrimaryDomain is IP then
| wvalue = 0; f/doubt phishing
else
Result = Suggestion_Google( PrimaryDomain);
if Result is NULL then
| walue = 100; //No doubt phishing
else
value =
Levenshtein(Result, PrimaryDomain);
end
end




shol asals o)) dnle 1 o,

ol 0 00l 5Lis 2 130,65 10 abogy o 0 ,oX : e dals g dalo g BLESST 53] (g Acwle @

Data: m //m is SubDomain or PathDomain
Result: The value of heuristic m
if m is Null then
| wvalue = 100; //No doubt phishing
else
Result = Suggestion_Google(m);
if Result is NULL then
| walue = 100; //No doubt phishing
else
| value = Levenshtein(Result,m);
end
end
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| Initiafize the weishts |
W
Extracting each tuple in trapmng
dataset (the value of six input nodes)
W
Calculating the inpast value of output node
G
Caleulating the output valae of output node ‘
Ay
l Calculating the error of output node ‘

N

| Calculating average error ‘

\ Updating the weights

Error<=threshold or
Interation=maximum

epochs

End of training
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21110560 1.00 1.00 100 100 012
2111010 100 1.00 100 002 100
2111001 092 1.00 1.00 100 002
2110897 1.00 000 100 100 002
2110988 1.00 1.00 073 002 100
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Learning Rate ‘ Testing dataset | A | I; |
0.1 No.1 5,000
0.1 No.2 5,000

0.2 No.1 5, 000
0.2 No.2 5, 000

0.3 No.1 5, 000
0.3 No.2 5, 000

0.4 No.1 5, 000
0.4 No.2 5, 000

0.5 No.1 5, 000
0.5 No.2 5, 000
0.6 No.1 2, 000
0.6 No.2 5, 000
0.7 No.1 2, 000
0.7 No.2 5, 000
0.8 No.1 2, 000
0.8 No.2 5, 000
0.9 No.1 2, 000
0.9 No.2 5, 000
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Learing rate | RMSE | Accuracy

0.1 1.58 98.42%
0.2 1.75 98.25%
0.3 1.41 98.59%
0.4 1.20 98.80%
0.5 1.40 98.60%
0.6 1.48 98.52%
0.7 0.78 99.22%
0.8 1.71 98.29%
0.9 1.68 98.32%
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Testing dataset (1) (2)
No.l 86T 82
No.2 265 76
No.3 847 90
No.4 902 | 172
No.5 841 109
No.6 64 873
No.7 50 911
No.8 39 895
No.9 97 871
No.10 85 863
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Learning Rate | Testing dataset | A; | I;

0.1 No.1 5,000
0.1 No.2 5,000

02 No.1 5,000
0.2 No.2 5,000

0.3 No.1 5,000
03 No.2 5,000

04 No.1 5,000
04 No.2 5,000

05 No.1 5,000
05 No.2 5,000

0.6 No.1 5,000
0.6 No.2 5,000

0.7 No.1 5,000
0.7 No.2 5,000
03 No.1 5,000
08 No.2 5,000
0.0 No.1 5,000
0.9 No.2 5,000

[EE) TN | VSN REN | QL LN S SN N I | QS RSN | T S N N | QLN N

| Learing rate | RMSE ‘ Accuracy |

0.1 8.73 91.27%
02 9.10 90.90%
0.3 5.78 94.22%
04 8.24 91.76%
05 5.32 94.68%
0.6 65.03 93.97%
0.7 6.88 93.12%
0.8 5.36 94.64%
09 5.82 94.18%
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