
Vehicular Communications 6 (2016) 1–6
Contents lists available at ScienceDirect

Vehicular Communications

www.elsevier.com/locate/vehcom

Distributed cross layer duplicate address handling for safety critical 
VANET communication

Sebastian Bittl

HU Berlin, Berlin, Germany

a r t i c l e i n f o a b s t r a c t

Article history:
Received 9 April 2016
Received in revised form 31 October 2016
Accepted 8 November 2016
Available online 14 November 2016

Keywords:
Duplicate address detection
Duplicate address resolution
VANET

Vehicular ad-hoc networks are in the wake of mass deployment within upcoming years. This dedicated 
kind of mobile ad-hoc networks in the automotive domain is of high interest to increase safety of driving. 
We find that prior approaches for duplicate address detection in such networks fail to cover significant 
use cases. Low available bandwidth and limited communication radius together with high node mobility 
lead to reduced presence of meta data, like routing tables. This, holds especially for non IP-based safety 
critical message exchange using dedicated VANET protocols. However, common address duplicate handing 
mechanisms rely on such meta data. We show that this can lead to failure of duplicate address detection 
for ETSI ITS and WAVE in safety critical use cases. This is caused by a variant of the well known hidden 
station problem. To overcome this weakness, we propose a cross layer aware duplicate address detection 
scheme in combination with active address change requests to resolve the duplicates. An evaluation 
within a simulation environment shows the feasibility of the approach.

© 2016 Published by Elsevier Inc.
1. Introduction

Mobile ad-hoc networks (MANETs) are an important topic in 
both research and practice. Vehicular ad-hoc networks (VANETs) 
are an important subset of MANETs, whose mass roll out is pre-
dicted within upcoming years. VANET standardization is mainly 
performed within US wireless access in vehicular environments 
(WAVE) and European ETSI intelligent transport systems (ITS) 
frameworks [1–3]. A rigid security system is required for VANETs, 
due to wireless data exchange and safety critical use cases.

Safety critical communication within a VANET is typically state-
less, i.e., each message should be usable on its own. Dedicated 
communication protocols have been developed for this kind of 
data exchange. Their requirements arise from robustness against 
package loss, highly mobile participants and tough realtime re-
quirements of use cases. Thus, each message is digitally signed 
to ensure authenticity and integrity. Required cryptographic pa-
rameters are contained in a security envelope, which embeds the 
message’s payload at the network layer level. It holds per message 
parameters (e.g., the signature) and per node parameters (e.g., the 
public key), which are packed into certificates. These certificates 
are only sporadically piggybacked on messages to reduce average 
message size [4,5].
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Duplicate address detection (DAD) is a well known problem in 
communication protocols. It arises from independent (i.e., uncoor-
dinated) selection of addresses at individual nodes, as used within 
VANETs. Countermeasures typically rely on meta data like rout-
ing tables, which are not present in many VANET specific protocol 
stacks, e.g., in the WAVE system without support for multi-hop 
communication [1,6]. We find that this leads to a variant of the 
well known hidden station problem, which occurs on various pro-
tocol layers. VANET protocol stacks use node identifiers (i.e., ad-
dresses) on many protocol layers. Thus, DAD has to be performed 
on all these layers, too. However, this is not done by current stan-
dards. Only the ETSI ITS network layer uses DAD so far, but the 
applied mechanism only covers the case in which the own node is 
causing the duplication. A detailed problem definition is given in 
Section 2.

The need for DAD in regard to certificate IDs is specific to 
VANETs. Low communication bandwidth and high numbers of 
highly mobile nodes require frequent on the fly certificate distri-
bution among nodes. This is done by piggybacking certificates on 
beacon messages. A-priori certificate distribution is infeasible, due 
to high numbers of nodes and frequent certificate changes by each 
node caused by privacy requirements [3,7]. To limit channel load, 
most messages do not carry their signer’s certificate, but only an 
ID of it [4,5]. Such an ID is typically determined by using a hash 
function on the certificate. To further limit message size, IDs are 
limited in length, e.g., to eight bytes for WAVE and ETSI ITS. This 
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Fig. 1. Hidden station problem applied to duplicated addresses. Node C receives 
messages from A and B sharing an address. A and C cannot learn directly of each 
others presence.

leads to the risk of duplicate certificate IDs within communication 
range of a node, especially in scenarios with high node density.

The further outline is as follows. Section 2 gives a detailed 
problem statement. A review of related work is provided in 
Section 3. Section 4 describes the impact of duplicate addresses 
on functionality of various protocol layers of VANETs together with 
mechanisms to detect such duplicates. A decentralized scheme for 
fast DAD and duplicate resolution requiring only low overhead is 
proposed in Section 5. Moreover, an evaluation of the introduced 
mechanism is provided. Finally, Section 6 gives a conclusion about 
achieved results and possible subjects of future work.

2. Problem statement

Typically, DAD is performed by comparing a protocol address 
from a received message to the corresponding address of the re-
ceiver’s node [8,6,3]. In case a duplicate is found, a duplicate reso-
lution algorithm is applied. We call this internal DAD. Its detection 
is straight forward and resolution is often done by picking a ran-
dom new address by the detector. This mechanism is typically 
applied in point to point communication networks.

An additional impact of address duplications occurs in VANETs 
using broadcast mechanisms for information distribution. Within 
such networks nodes suffer from the hidden station problem and 
missing or incomplete knowledge about the full network at each 
node. Thus, nodes may not become aware of address duplicates 
being caused by themselves. However, receivers of messages from 
multiple other nodes using duplicated addresses may suffer from 
them. Thus, receivers should detect such duplicates in a process we 
call external DAD. A scenario featuring a hidden station problem 
together with an address duplication is illustrated in Fig. 1.

The need for ensuring uniqueness of identifiers used in VANET 
communication protocols is mentioned in [7], but no methods to 
ensure this property are given. Moreover, internal DAD is standard-
ized for the ETSI ITS network layer [8] and [9] calls for the same 
mechanism to be applied for the facility layer node identifier. To 
the best of the knowledge of the author, DAD has not been consid-
ered for remaining protocol layers. Moreover, the need for external 
DAD in VANETs has not been identified so far. Thus, it has not been 
treated in prior work.

To perform external DAD, a node checks addresses in a received 
message for equality to such addresses in prior messages. In con-
trast to internal DAD, the detector node cannot directly resolve the 
duplication on its own. Thus, it has to request such resolution from 
at least one node causing the duplication. Such kind of address 
change requests have not been proposed for the VANET domain so 
far.

We study the impact of external address duplicates on VANETs 
at the example of current ETSI ITS and WAVE approaches in 
Section 4. Cross layer efficient external DAD and duplicate address 
resolution are discussed in Section 5.

3. Related work

Research for decentralized DAD in MANETs has so far mainly 
concentrated on IP based networks [10,11,6,3] or other protocols 
with active network topology discovery at the network layer [12]. 
Fig. 2. Example for derivation of different addresses on various layers from a com-
mon station pseudonym (i.e., certificate ID).

However, many VANET protocols for safety critical ad-hoc commu-
nication are not IP-based. Thus, no meta data exchange for network 
topology discovery is performed [8,13,1,3]. Moreover, the so called 
passive DAD scheme from [6] does not fully work in a passive 
manner. Instead, it relies on active meta data (e.g., routing infor-
mation) exchange caused by other functionality. It just re-uses this 
information instead of transmitting own data sets like done by 
other approaches, which are typically called active DAD schemes 
[14,6].

In the only fully passive approach for DAD, a receiver compares 
addresses of received packets with its own address, like in [8]. 
Within ETSI ITS this approach is used on the network layer. In case 
of a detected duplicated address, the detector changes its network 
layer ID as soon as possible. An extension of this scheme to the 
facility layer node ID is proposed in [9].

A proposal to avoid duplicated certificates in VANETs by coor-
dinated checks of certificate authorities is discussed in [15]. How-
ever, this approach cannot avoid the certificate ID (or address) 
duplication problem, as differing certificates may have the same ID. 
Thus, the approach would need an extension towards also checking 
all addresses derived from all certificates. High numbers of certifi-
cate generations would lead to massive effort for performing all 
cross checks. This would further increase the already high effort 
required for running certificate authorities [1]. Thus, such kind of 
approaches are not considered in the following.

Within VANETs addresses on various protocol layers are typi-
cally coupled. This is caused by the need to bind the lifetime of 
other layers’ addresses to the one of the current pseudonym (i.e., 
its certificate ID) to avoid node tracking [7].

An example for address (or ID) coupling is given in Fig. 2, with 
ETSI ITS nomenclature (WAVE is very similar). The procedure to 
derive individual addresses from a pseudonym has not been de-
fined in standards so far. However, no need to use another ap-
proach than shortening has been found so far. Due to coupling of 
addresses, changing of any single address can be performed by per-
forming a pseudonym change (with high probability).

4. Impact and detection of address duplication

The risk of an address collision increases alongside with smaller 
address ranges and increasing number of nodes. We use the 
WAVE/ETSI ITS protocol architectures to discuss the impact of du-
plicated addresses within received messages on various protocol 
layers. Possibilities to detect external duplicates are looked at, too.

4.1. Certificate ID

For certificate ID duplications, two cases need to be distin-
guished. In the first one, a message containing only a signer’s 
certificate ID is received and the correct sender’s certificate is not 
known to the receiver. Thus, the receiver looks up stored cer-
tificate(s) corresponding to the received certificate ID, to obtain 
cryptographic parameters required for message verification. This 
look-up succeeds, due to the ID’s duplication. However, message 
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verification will fail, as the wrong certificate holding a non-fitting 
public key got used. Thus, the message is discarded. This issue is 
another source of so called cryptographic packet loss [16], which 
has not been found in prior work. The receiver cannot determine 
whether the message got manipulated by an attack or there is a 
duplicated certificate ID.

Moreover, after discarding the message its receiver needs to de-
cide on how to proceed in regard to the certificate distribution 
mechanism. A pessimistic receiver assuming an attack simply dis-
cards the message. In contrast, an optimistic receiver assumes just 
a collision in the certificate ID field. Thus, he proceeds like after 
detection of a new neighbor, i.e., including his own certificate in 
the next beacon message and requesting the missing certificate. 
Thereby, the time to receiving the required certificate is minimized. 
Thus, we recommend to use this optimistic approach.

An attacker does not gain any advantage from usage of the 
optimistic approach. He can misuse it to cause emission of the 
certificate of the receiver, but this can be achieved anyway. It is 
just necessary to send a message with any new node ID to trigger 
the detection of a new neighbor, as outlined in [17]. Thus, capa-
bilities of an attacker are not extended by the proposed approach. 
After the formerly unknown certificate got received, one proceeds 
as explained in the following.

Second case is reception of a message with a full certificate. 
Details of message handling are implementation specific. Typically, 
a sequence like the following is used. At first, the certificate ID 
is determined. The ID is used to check whether the certificate is 
already known and validated. This will succeed, due to the dupli-
cated address. Then, the receiver proceeds as in the first case, i.e., 
verification will fail.

After the failed verification, the receiver should perform a more 
detailed comparison of the received certificate and the already 
stored one, e.g., byte per byte. Thereby, these will be found to be 
different with very high probability. Thus, the certificate ID dupli-
cate can be detected. Then, the new certificate can be validated 
and used. Thus, the message containing the certificate causing a 
certificate ID duplication is not discarded by the verification pro-
cedure.

Without the described fallback mechanism after failed message 
verification, messages from the node causing the ID duplication 
will always be discarded even in case they carry a valid sign-
ing certificate and signature. Thus, the receiver will never achieve 
awareness about the sender, which clearly limits capabilities of ap-
plications relying on that data.

These findings show, that the security entity can handle the 
presence of certificate ID duplicates. However, other layers ad-
dresses are derived from certificate IDs and such layers cannot 
handle them well as explained in the following sections.

4.2. Medium Access Control (MAC) layer address

Many VANET specific MAC layer approaches, e.g., 802.11p and 
ITS-G5, only use MAC layer ACKs in unicast mode, but not in 
broadcast mode [18]. Thus, a duplicate MAC address will not in-
terfere with broadcast communication. In unicast mode, it leads 
to acceptance and confirmation of messages by nodes which were 
not intentionally addressed by their sender. Thus, the sender will 
incorrectly assume that his message was received.

There should not be a significant impact on security of commu-
nication in VANETs by spurious superficial ACKs. However, there 
may be an impact on safety aspects due to reduced confidence of 
correct reception of a sent message.

The MAC address is often used as part of the network layer ad-
dress in protocol stacks [6,8]. Thus, a duplicate MAC address will 
lead to a duplicate network layer address as well with high prob-
ably. For example, in ETSI ITS the network layer address is com-
posed of the MAC address and remaining fields are filled according 
to static node properties, which are identical for many nodes [8]
(see also Section 4.3).

The MAC layer has no option to detect externally duplicated ad-
dresses without parsing higher layer content, which is discouraged 
to maintain clear separation of layers.

4.3. Network layer address

Network layer addresses are typically used for packet routing. 
VANETs without support for multi-hop communication, e.g., WAVE, 
make only very limited use of this address [3]. ETSI ITS uses it for 
duplicate packet detection (DPD) together with a sequence number 
and sending time stamp [8].

To discard outdated/duplicated packets, the highest message se-
quence number and last sending time stamp is stored for each 
known communication partner. For each received message it is 
checked whether the sending time stamp is higher than the stored 
value. In case a smaller value is found the packet is discarded. 
Thus, in case of an externally duplicated network layer address, 
the message from the node using a lower time stamp value is dis-
carded. In case of an equal sending time stamp, the message from 
the node using a lower sequence number is discarded. For more 
details see [8].

This discarding of messages leads to another source of packet 
loss, which has not been identified in VANETs so far. In case of 
ETSI ITS, the network layer’s so called GeoNetworking address is 
significantly longer than the MAC address. However, the part en-
larging the contained MAC address is identical for most stations, as 
it is derived from static station properties (fields labeled 8 and 9 in 
Fig. 2). Thus, the collision probability for a GeoNetworking address 
is almost the same as for a MAC address.

The network layer cannot distinguish repeated/outdated pack-
ets form those with externally duplicated addresses. Moreover, 
ETSI ITS applies internal DAD by checking for equality of both the 
network and MAC layer addresses. This avoids incorrect DAD for 
multi-hop broadcast communication during which the sender may 
receive its own packet from a forwarding node. However, this also 
limits applied DAD to a single-hop neighborhood.

4.4. Station address

Within VANET applications each node is typically assigned an 
ID (i.e., address), which is part of the individual application’s mes-
sage type. For example, beacons within ETSI ITS and WAVE use a 
station ID to enable local tracking of vehicles [3]. It is considered 
a unique ID. No duplicate detection or resolution mechanisms for 
it have been suggested so for WAVE. Internal DAD for the ETSI ITS 
facility layer station ID is proposed in [9].

VANET applications require to distinguish other nodes, e.g., to 
enable object tracking for collision avoidance. It can be assumed 
that such kind of algorithms will be confused by duplicated node 
IDs. For example, some messages could be discarded as being 
implausible as they would require unrealistic object movement. 
In doing so, dangerous situations may go unnoticed or incorrect 
warnings (i.e., false positives) could be issued. This is especially 
critical for the planned safety critical use cases of VANETs.

5. Duplicate address handling

To realize reliable DAD in a VANET with coupled addresses on 
different layers (like illustrated in Fig. 2) a cross layer detection 
mechanism is proposed in Section 5.1. Once an address duplicate 
gets detected, the algorithm from Section 5.2 can be used to re-
solve it. Feasibility of the proposed mechanisms within VANETs is 
shown in Section 5.3.
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5.1. Cross layer duplicate address detection

As outlined in Section 4, many protocol layers cannot detect ex-
ternal address duplications in general. However, the security entity 
can do this with high probability. Fortunately, it treats messages 
before these are handed over to the main network layer mecha-
nisms and further higher layers (WAVE or ETSI ITS protocol stack). 
Thus, the security entity should perform DAD based on the re-
ceived certificates and their certificate IDs. Such DAD includes to 
check for duplicates of the well known higher level addresses de-
rived from a certificate ID.

Applications using non-standardized message exchange with 
custom node identifiers have to take care for possible duplicates 
themselves. However, deriving the custom ID from one of the stan-
dardized ones without shortening should be save.

Due to the given protocol architecture, collisions in the MAC 
address can only be detected after the MAC layer already handled 
the packet. Thus, sending of an incorrect MAC layer ACK, as de-
scribed in Section 4.2, cannot be avoided by the given approach. 
To do so, one would have to delay sending of such ACKs until DAD 
has been done by higher layers. However, this is probably hard to 
realize due to tight timing conditions for sending MAC layer ACKs.

5.2. Duplicate address resolution

Mainly two approaches for cross layer duplicate address reso-
lution over multiple layers can be thought of. Either one can try 
to keep the amount of changed addresses by a station as low as 
possible, e.g., only changing the network layer address, or one al-
ways changes all identifiers. The latter one is already done by the 
pseudonym change mechanism in current VANETs. Thus, we rec-
ommended this approach as it uses already existing mechanisms.

Individual address changes on dedicated layers break the typ-
ically fixed relation between addresses on different layers. For 
example, in ETSI ITS the network layer needs to determine the 
GeoNetworking address of a unicast target from its station ID, as 
the facility layer triggering message sending only provides the tar-
get’s station ID. A similar dependency exists within the security 
entity. It has to map GeoNetworking addresses of target nodes to 
their certificates to enable message encryption. Thus, changing the 
address on one layer would cause a complicated set of updates 
on other layers. Such extra and close coupling of layers should be 
avoided.

To resolve an address duplicate, at least one node has to per-
form a pseudonym change. Thus, duplicate address resolution cre-
ates the need for an extra source of pseudonym changes, which is 
not related to privacy protection. Within ETSI ITS the security en-
tity already provides an interface to request a pseudonym change 
[19]. However, its usage has not been defined in detail so far.

To resolve a duplicated address after internal DAD, the detec-
tor can just trigger a pseudonym change of itself. However, after 
external DAD found an address duplication, the detector needs 
to trigger another node to do so. No such mechanism has been 
considered yet. It can be realized by adding another on demand 
included header field to the security envelope. It holds a dedicated 
header field ID and the certificate ID of the node being requested 
to change its pseudonym. Such a header field would require nine 
bytes for ETSI ITS and WAVE. Thus extra content is small in com-
parison to a 93 byte minimum envelope size [4].

Moreover, the header field is only included on demand. Thus, 
the minimum size of the security envelope is not increased by the 
approach. For details about the importance of keeping this mini-
mum size as small as possible see [16].

We prefer request piggybacking on beacons over dedicated re-
quest messages. In doing so, overhead and complexity caused by 
an extra message type can be avoided.
Fig. 3. Road layout representing a T-crossing.

In case a receiver finds its own certificate ID within the pro-
posed extra header field, it changes its pseudonym immediately. To 
avoid misuse of this feature, the request is only to be accepted in 
case verification of the requester’s message succeeded. This means, 
pseudonym change requests from nodes whose certificate (chain) 
is unknown are dropped.

Pseudonym changes lead to significant overhead on various lay-
ers [16]. Thus, their amount is to be minimized. Hence, a detector 
of an external address duplication tries to request only a single 
pseudonym change. However, in case of a certificate ID dupli-
cate this is not possible using the above described mechanism. 
One would have to include the whole certificate or define an ex-
tended certificate ID with even lower duplication probably to do 
this. However, this is not recommended as this would significantly 
increase the worst case size of the security envelope, which should 
clearly be avoided as outlined in [16].

5.3. Evaluation

To evaluate the approaches described in Sections 5.1 and 5.2, 
they were implemented within the ezCar2X framework’s simula-
tion environment resembling an ETSI ITS based VANET [20]. This 
framework combines the traffic flow simulator SUMO (Simulation 
for Urban MObility) [21], the network simulator ns-3 [22,23] and 
the ETSI ITS compatible protocol stack from ezCar2X [20]. SUMO 
and ns-3 are coupled via the so-called TraCI (Traffic Control In-
terface) interface to obtain a common discrete event simulation 
environment. Node movement is simulated by SUMO, while com-
munication on the physical and MAC layer is simulated by ns-3, 
with some ETSI ITS specific extensions to realize distributed con-
gestion control (DCC). A pathloss model with Nakagami fading is 
used with parameters taken from [24]. The ETSI ITS protocol stack 
is installed on each node inside ns-3 individually.

Each tested traffic scenario was run with the original ETSI ITS 
protocol stack without the proposed duplicate address detection 
mechanisms, and also with an improved version of the protocol 
stack implementing the methods from Sections 5.1 and 5.2. Dedi-
cated vehicles with intentionally set identical addresses on differ-
ent layers were inserted into simulations.

The first used traffic scenario is illustrated in Fig. 3. A T-crossing 
is used as the road network’s basic layout.

This first traffic scenario resembles a use case for an intersec-
tion collision risk warning. Node C wants to join a road on which 
nodes A and B travel. Node C needs to wait before entering the 
crossing until both nodes have passed by to avoid a collision with 
one of them. As a first step, the scenario was run with differing 
identifiers used by each node to ensure that the assistance system 
works well. Details about the implementation of the intersection 
collision risk warning application can be found in [25].

Moreover, a second traffic scenario resembling an overtake sce-
nario on a rural road is considered. It is illustrated in Fig. 4.

The second traffic scenario resembles a use case for an over-
take collision risk warning (or overtake assistant). Node C wants to 
overtake node A, which travels just before it on the same lane. 
Node B is approaching in the opposite direction on the second 
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Fig. 4. Road layout representing a rural road.

lane. Node C has to delay its overtake maneuverer until node B 
has passed by to avoid a collision. As for the first scenario, a test 
run with differing identifiers for all nodes was performed to check 
the correctness of the collision avoidance application. It was imple-
mented using the data processing mechanisms described in [25].

To test the impact of duplicated addresses on various proto-
col layers, these were set to identical values at nodes A and B 
when these nodes are inserted in the simulation. This procedure 
was tested for each layer’s identifier. In doing so, dependent iden-
tifiers (see Fig. 2) were set accordingly.

The obtained results show that the described packet discarding 
(see Section 4) happens for the standardized approach. No coop-
erative awareness about either node A or B, whichever communi-
cates later with node C, is achieved at the application layer of node 
C, in case any duplicated address is present. The identical station 
type of nodes A and B leads also to a network layer ID duplica-
tion, in case a MAC address duplication is present. Only in case of 
a pure station ID duplication, messages from the node (A or B), 
which comes into communication range of node C secondly, reach 
the application layer of node C. Otherwise, they are discarded at 
the network layer, either by the network layer itself or by the se-
curity entity. Even in case messages reach the application, it cannot 
differentiate both senders. Thus, it discards messages, as they are 
identified as implausible updates based on prior received informa-
tion. Hence, the application can only avoid collision with one of 
the two possible collision partners.

In the first scenario (T-crossing), the presence of either node A 
or node B was not detected by the facility layer of node C dur-
ing the conducted simulations. In the second scenario (rural road), 
node B was never detected at the facility layer of node C, as the 
communication between nodes A and C starts significantly earlier 
than between nodes B and C. This is caused by the fact that node 
C approaches node A earlier than approaching node B. Hence, the 
prior detection of node A blocks the detection of node B at node C.

The scheme proposed above (see Sections 5.1 and 5.2) is found 
to be able to detect and resolve the address duplications. Only the 
packets leading to initial detection of the duplication were lost. 
Successive packets after emission of the targeted address change 
request held different addresses. Thus, they were accepted by 
node C. Thus, node C was able to obtain awareness of both possible 
collision partners in time. Hence, the assistance system behaved 
like in the case without a present address duplication and colli-
sions were successfully avoided.

6. Conclusions and future work

VANETs are a promising technology for increasing future safety 
of driving. Prior work has not studied duplicate address detection 
(DAD) on various protocol layers of safety critical communication 
within such networks in detail. Thus, we provide such an analy-
sis for ETSI ITS and WAVE. It shows that massive packet loss on 
various protocol layers can result from duplicated addresses. This 
effect is strengthened by close coupling between addresses on dif-
ferent protocol layers within current VANET approaches.

Incomplete knowledge of the whole network at a node leads 
to a variant of the well known hidden station problem affecting 
protocol addresses. This creates the need for a mechanism to de-
tect and resolve duplicated addresses by stations not causing such 
a duplicate themselves. A mechanism for such external duplicate 
address detection and resolution is proposed. It does not rely on 
exchanging extra data sets like routing tables. Thus, the devel-
oped mechanism can be used in systems like WAVE, which do not 
use multi-hop communication and corresponding information ex-
change.

The provided evaluation shows that the problems obtained in 
the analysis actually happen, at the example of an intersection col-
lision avoidance application. Furthermore, obtained results show 
the well usability of the taken approach. Thus, it should be con-
sidered for inclusion into future VANET standards.

Future work can study interaction between pseudonym changes 
required by duplicate address resolution and privacy enhancing co-
operative pseudonym changing strategies.
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