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(a) Primitives (b) Stateful Firewall

Units f: flowf | Matchif,s) | Action
IF(f.p.src,INTERNAL), get(f)==NEW set(f, WAITING)
forward(f,out)
IF(f.p.src,INTERNAL), set(f,
f get(f)l==WAITING, ESTABLISH)
State set(f, val): set f's state to val IF{protoAnalyzer(f) TCPEstablished)  forward(f,out)
operation get(f) - get f's state IF(f.p.src,INTERNAL), forward(f,out)

s $ . Y et(f)l==WAITING,
timeout(f, val) : f's state is removed = (1 TC
!F(p yzer({f),TCP

after val ms

f.p: packet pin flow f
f.p.field: header field in packet p in flow

IF(f.p.src, EXTERNAL), get(f)== forward(f,in)
Pre- IF(f.p,P): match f.p on pattern P ESTABLISH
condition  1e(£p) - match fon P IF{£.p.src,EXTERNAL), oraaniCio)
get(fl==WAITING,

Anal f] h
EfprotoAnalyzer(f],P) - match event IF(protoAnalyzer(f),TCPConnOpen)

from protoAnalyzer on P

s : NEW
Modify(f.p field,val), forward(f.p,port), set(f, WAITING)

drop(f), encap(f,, f,..), decap(f), timeout(f)  timeout(f)

Gl il ESTABLISH WAITING
set(f, ESTABLISH)
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