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Motations and Quality of Service Metric Function

Let i be a node in the network. Let’s define:
QoS (i) = Quality of Service Metric of node i
BW (i) = Available bandwidth of i

N (i) = Neighbors of i

VelRatio (i) = Ratio of velocity for i

DistRatio (i) = Ratio of remaining distance for i
Bandwidth Model

1 QoS (i)=BWIi);

Proportional Bandwidth

2 QoS (i) =5k

Proportional Bandwidth & Velocity Model (Prop. B-V)
3 Qos {1J=$;‘I’+j* = VelRatio{i):
Proportional Bandwidth & Proportional Distance Model (Prop. B=DV)
4 QDS{1]=%:"+;’X-¢E,J—D"‘“T;*I?.
Bandwidth-Connectivity & Proportional Distance Model (BCDV)
oy : o DistRatiofi) |
5 QoS (i)=BWI(i) = N(i) = 'I.'-"IE»T"‘

el T} *

BCDV Jox ;l esliiwl b b 0,5 QoS slo,lae polie 2 Joo

Nodes
1

(oS value

(oS value

Cluster 1 Cluster 2

ﬂ. MER @Watchdug " Cluster-head " 4 Normal Node
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: Initialization:

Let x be an elected cluster-head node.

: Let R;(x) be the reputation of node x at time .

: Let P(j) represent the payment offered by node j.

Let Ny(x) represent the two-hop away nodes from x.

Procedure HeanPayment

for each j = Ny (x) U {x} do

P(j) = QoS(x) — max{QoS(k)|k € N1(j) U {j}}
Rei1(x) = Re(x) + P(j)

10: end for

11: end procedure
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: Initialization:

: Let CH3(u) be the 2-hop away nodes from wu.

: Let x be an elected MPR node for the nodes in CHz (k).

: Let u be an elected cluster head.

: Let w be an elected cluster head.

: Let R;(x) be the reputation of node x at time ¢.

: Let P{u) be the payment offered by head node w.

: Let Ny(x) represent the one-hop away nodes from x.

: Procedure TwoHorMPRPaymenT

0: The path (u. x. w) maximizes Qo5(x) among all paths
connecting u to w.

11:  Pu) = QoS(x) — max{QoS{j)li € Ny(u) Ny (w)}.

12:  P(w) = QoS(x) — max{QoS()li € N1(u) M N1(w}}.

13t Ry (%) = Re(x) + P(u) + P(w)

14: end procedure
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1: Initialization:

2: Let CHs(k) be the 3-hop away nodes from k.

3: Let x and y be elected MPR nodes for the nodes in CH; (k).

4: Let k be an elected cluster head.

5: Let | be an elected cluster head.

6: Let Ry(x) be the reputation of node x at time ¢t.

7: Let P(k) be the payment offered by the head node k.

8: procedure TureeHorMPRPavMENT

9: The path (k, xy,y,.[) maximizes min{QoS(xq). QoS(y;))
among all paths connecting k to L.

10: The path (k,x3,¥;.l) maximizes min{QoS(x;). QoS(y,))
among all paths connecting k to [ and
min(QoS(x;). QoS(y,)) < min(QoS(x, ). QoS(y, )).

11:  Ry.(x) = Re(x) + P(k) + P(1).

120 Reaa(y) = Rely) + P(k) + P(1).

13: end procedure
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Notations and Quality of Service Metric Function

Let i be a node in the network. Let’s define:
QoS (i) = Quality of Service Metric of node i
BW (i) = Available bandwidth of i

N (i) = Neighbors of i

VelRatio (i) = Ratio of velocity for i

DistRatio (i) = Ratio of remaining distance for i
R (i) = Reputation of i

Bandwidth Model

& QoS (i)=BW(i) + R(i)/ 3 R(IN(i));
Proportional Bandwidth

- _ B = e
7 QoS (i)=FEt+ R(D)/ = R(N(i)):
Proportional Bandwidth & Velocity Model (Prop. B-V)

& QoS [i]=BT";',l;'l,< VelRatio(i) + R{i)/ 3~ R(N(i)):

Proportional Bandwidth & Proportional Distance Model (Prop. B-DV)
9 QoS (i)=500 « el . Rii)/ 5 R{N(i)):

Bandwidth-Connectivity & Proportional Distance Model (BCDV)
10 QoS (i) = BW(i) x N(i) x Jomaeeld . R(i)/ 3= R(N(i)):
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: Initialization:

: Let M be an elected MPR node.

: Let w be a neighbor watchdog for M.

: Let E; be the expiry time to forward a packet.
: Let t be the current time.

: Let s be the packet source node.

: Let d be the packet destination node.

: Let p be the packet to send.

: procedure CooreraTivEMoONITORING

10: for each watchdog w do

11: Set an expiry time E; for forwarding packet p;
12: if t:=:E, then

13: if p:=s:=d then

14: w marks M as “good";

15: else

16: w marks M as “suspicious™;

17: end if

18: end if

19: end for

20: end procedure
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1: Initialization:

2: Let C; be the cluster members of cluster C.

3: Let Evidences(S) be the set of evidences collected by vehicle
5

4: procedure SHARING

5: for each vehicle X € C; do

6 for each vehicle Y € C; and Y # Xdo

7: Evidences(X) := Evidences(X) U Evidences(Y)

3 end for

9:  end for

10: end procedure
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o my(H) = a2(X).
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my (H) & ma(H) = g [my (H)my(H) + my (H)ma(U) + my (U)my(H)

my () & my(H) = %[m] (Fymy(H) + my (Hymy(U) + my (Uymy(H))

where:

K= m(Bmy(C) (3)

BrC=3
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: Initialization:

: Let m; be the set of nodes in the cluster m.

: Let X be the node taking the decision m.

: Let M be a MPR in m in being judged

: Let belief(T) denotes the belief in trustworthiness of M.
: Let N; be the number of nodes in m.

: Let D;(j) be the decision of vehicle i on vehicle j. 8:

o:

procedure VoTeSAGCREGATION
for each node X do

10: Calculate belief (T) := Z?‘;] m;(H).

11:
12:
13:
14:
15:
16:

17

if belief(T) = 0.5 then
Dy (M) := cooperative
else
Dy (M) := selfish
end if
end for
: end procedure
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: Imitialization:
: Let Hy be a cluster head of cluster C1.
: Let H> be a cluster head of cluster C2.
: Let § be a selfish node in cluster C1.
: Let SelfishSet(H, ) be the set of selfish nodes detected within
the cluster C1.
: Let SelfishSet(Hz) be the set of selfish nodes detected within
the cluster C2.
7: procedure ContactDissEMINATION
8: SelfishSet(H,) =5
9: if new contact between H; and H; occurs then
10: SelfishSet(H,) := SelfishSet(H) U SelfishSet (H, )
11: SelfishSet(H,) = SelfishSet(H ) U SelfishSet{Hz)
12:  end if
13: end procedure
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» Watchdog 1 :
my (S) = 0.99 (Vehicle 1 is selfish)
my (U) = 0.01 (Watchdog 1 is uncertain)
m,;(C) = 0 (M is cooperative)

+« Watchdog 2 .
m2(C) = 0.99 (Vehicle 1 is cooperative)
m3(S) = 0.01 (Vehicle 1 is selfish)
mz(U) = 0 (watchdog 2 is uncertain)
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Parameter Value

Aggregation models Averaging and Dempster=Shafer
Number of nodes 30, 40, 50, &0, 70, 80, and 100
Percentage of selfish nodes 0%, 20%, 30%, 40%, and 50%
Transmission range 300 m

Topology Multi-lane highway
Packet size 1kb

Idle time Random value in [0.1]

Link bandwidth 2 Mbps

Available bandwidth Idle Time = Link Bandwidth

Initial reputation 100

Hello messages 18 messages are sent per minute
Minimum speed 60 kmjfh

Maximum speed 120 km/h

——Prop. B-V

—5F— Prop. B-DV
—%— Bandwidth
—+—Prop. Bandwidth
—S—BCOV

@8
o
o
=
[
o
o
b
@
5
o

Number Of Nodes
) Sl i ol 2alS aas o plas |y QB MPR lo 0,5 ao )0 i ol MPRS 0oy 4 5 g0
Oile oo 0,28 1) Sl g ools yralS
QoS ;Lo oo o duslin 6.2.1
O O8b Cez s b Jgam 0 a5 as e a3l Q0S sla)lre Juo e sl aslie (250l o
conlite alolds 5 Wb sl —Jlasl Jow a5 amo (o lid 4 poal sl sad &l LS 5 5l dsgeme
slaey BCDV  Juw a5 canl (pl bl @ dive ol .ol MPR 6l 05 ao,0 oS 4 08 BCDV

5o sldae jo @l pl @Sl 0 a8 o 00 QOS slajlae (S50 o ) Jlail e ls b b alucen
23




LMPR ao,s (2ol a5 oS axg (Al daxlpe 1 Jgom ) 050 o pumes QOS (slojlns ;oo s
(Joe opl ez ams oo lad | 6,lab 5l gl alliogs do,s BCDV Joe a5 aas oo (lis 5 pgad w)ls

—&—Prop. BV
—%—Prop. B-DV
—&F— Bandwidth
—t— Prop. Bandwidih
—£—BCDV

Percantage of stability

60 70
Number Of Nodes

YL: g_;."l'.’j’ LgLCb).,.A‘)L: oy oo)’l.g 9 ooy ealawl d..ws:;- s g5’L."))‘ 6‘)" Ao Q‘i‘ Lg)‘..x’:‘L’ M)o 5 ).3‘9‘4’

S o bl

e

—%— Prop. B-V
—¥—Prop. B-DV
—&— Bandwidih
—+—Prop. Bandwidth
—S—BCDV

Average Number Of Hops

] 1
60 70
MNumber Of Nodes

o}w‘sn oolaw! g (o yo ).,..>l) )y 6‘)" A U"‘ e ﬁlf Slows u..f)l.ua 6 )'."5*4’

24




w
tn

(%
T

—i— Prop. B-V
—¥—Prop. B-DV
—&— Bandwidlh
—+—Pmop. Bandwidth
—&—BCDV

Average NMumber Of Hops
— [
in tn

1 1
&0 70
MNumber Of Nodes

&S o byl ]y date a4 Loz sl ools mhaw s ol idias 956 i T g

shals 4 5ol waie g bl (o b plS Lawgie slaxs jzalS 5L I BCDV a5 s o lid 6 g
s Q0S il lodaosl Jol> iy oo o Jole avlin 027 gl Al (oo gy o8 23U
e bawg Jloyl gla a5 slasd 4y cood cals bawgd 2868 gle iy (IS olawd ¢ Jole cpl o5ls
e ams o Giuli8l ldae Koo b awslie o1y cad (I BCDV Jow 7 pgai olulp aes o olas )
idlS |y gy o2 g 00,5 Lade 1) g luk ool moli8l 1) Jlasl BCDV oS cowl cpl divcs ]

Loy ddoe ples vs oo Lid 8 pgal Sl )0 olgtog> sla 0,5 0o )d oo 4 &5 ,> L oas 0

(IS jokar i )ls axg Ll QoS wilgs yo e 0,5 jlael b ddoe (ol pled (e s oo W8l golie oy

slazel 5 gyl by wlons oS @i o Slas il el cnline alols 5 Wil sligy - Jlas! o




—%— Prop. B-V

—=— Prop. B-DV
—=— Bandwidth

—+— Prop. Bandwidth
—&—BCDV

Percantage of Selfish Nodes

_i_ frey ﬁ
60 0 80 ] 100
Mumber Of Nodes

onl S o S 1) 4SSl [0 olg3ag3 sle 0,5 duo o izl telgB g adis ilug o ,s 8 gl

RSV IRV UZ&GQ)OGASO}Q@OOEW‘ G{L%L:.m ACgasns (y il () &lp poas

—H—Without Motivation

—E&—With Motivation

Percentage of Selfish Nodes

5 —5—A

L 5 o

o
30 40 50 &0 70 80 80 100
Mumber Of Nodes

ol osle oo S |y aSlls (o 0lgP 093 sla 05 ws o A plielgPogs adis Lileg ws o 9 pgas

09,“) ) oolawl QOS 6L®)L~&A é—’L’ L )LM.C‘ w“)s‘ ).ul) ) 6‘)" s))}@)




& 25 St 39 39 BCDV o anglio 409 jgai 1o qgoleitiy (355 o 530 o) 2 512
2 (9550 paailSe Jlosll o 55K L 2 5550 penilSe (g (dme s 15 Sl g seasle

295 o0 2o, 40 B a0 olg3ag3 sle 0,5 oy malS 4,0l Luel o033l L aS ses e lis

1 . . e

odr // \S\T

LELS //

L /\___ 4
&l / I i
v {\\_

o
=

(=]
(=}

—H&—Without DS
—S—With DS

o
P

:

Detection Probability

e
w

1 1 1 1
25 a0 a5 40
Percentage of Selfish Nodes

Iy olgz043 slo 0,5 i slaad 5l z) 15 olg3093 slo 0,5 slows iz (1l g5k, 80T Jlixl 10 55003

033L e = 8L g 25 Lie (g3l IS Sl eslail ;50 s Gl paal cnl o5l oo eSeie

Ry PR Fw Bp W (6

—HB— Without DS
—O—With DS

Percentage of false negative

=

20 25 30 40
Percentage of Selfish Nodes

Sly pgas o) Sl oo Saio I L w@u)mi pas A o2 LR SRR W .llﬁyai'




Sl s Jlos>1 6.2.2

olg093 sl 0,5 > olows p ood (o3l SaT olg3og3 la 0,5 slows i L (gl KT Jloas|
wWo o Hlis 10 pgar a5 wSled 05l oo (g3l BT Jow 003l bl 4 ass cpl o] Casns
A pl aes oo GliEl as s 20 G 1, o5l KT Loz o Jow laim pes — 8L 51 ool
o ool 1) pasial g slezel L2 e} oled 5550 @)l (e 4 taned — 8l (92 09, (o0 L]
mad = 8L Joe ¢ aseinl g oledel LB o] GBi b 0gd oo yomie Slowoual CB5 Cughl 4 4 s
el (65, 0T Loz 2ol 380 as 408 g ools ol381 1) sads (g5l ,SoT olg-095 (slo 0,5 olaws

A 55155 6.2.3

aos a5 Wb oo Ll Sloj Slade plams e plis |y b dles (g5l K0T o Sl (LIS 4515
5 B £58g " yaned - 5LE e Jow e o las 11 gt a5 4sKles 0gid olulis 04590
Sz 1) olows Gla 6,5 (B b ol ojlal olgzsss 0,5 4 Jae (nl i )3 0w (o0 ojlal ae
ol oes ol SIS 95l 5l 6y duoyd s BLE Jow (bilie [0 0l o dbal g 053 o] S
SIS o 5 sy o iy Sy il ) ol jLitel ke o Sl S ol b 4 i
Ol cwl ablil el o ases g wes o plil | e 0,5 Slosel mhaws 51 8o oLl ¢ lase o
Iy 55 paoad o 0,5 Cu iSTax SToplnly oS o 605 sl> (380 el e ool 2lyT 405 dnas 5l L8
) sl Eudlad plod &5 AiST (oo e Sl tanlz ply (35) b Slaalie (gl a3 s ST G518

Oy M‘s.‘;- )pr uolf 9.«..)& Qo0 g IR W) ‘S’Lml.u.u

G5 a7
Ol 0ezg 4 muols lis Lo o3la s oo (29,095 e sl Al jo (LB 0y sle 0,5 Al sy 4 ST
a5 20,5 dlprinn 1) 6l Al g Jow coplpln o)l 13U g 5l w pae a5 Il p e 30 e o )T

iy 6505 UK 5l am by adis Llog ololid 5 b adss LS5 Jsb o o8 Lie L35Sl 4,00

28




2,5 ez pedd |y b adgs LSis oSl cole waless dgie |, (6,L8, iz 035 0g2g )l aS

Ded oo plxl 6K S 4 ‘L;)'L»)li.ﬂ O e adss bleg Lg)’Lu)lS.;";l (ol > ol by

il s gl s zals 1) b 5 g5k, K01

Oloy b aigd (oo g2398 o adg> (oo o el s

55l e, JBlas 4 wao,0 406 g5le, ST Jlasl tol38l a4 0B solpiey Jow a5 asas oo olis

oo b 1y T o Slee g aSis (6,lul a0 canl 00,030 U olgs095 sl 0,5 oy rals 5 L3

Irelézs networks

i :|L'.I'I'IIIIII I" 5 |I.'.
|z| K Balakr:shn.m J. Deng, PK \-'ars‘mey. TWOALCK: preventing selfishness in
mobile ad hoc networks, in: Proc. of [EEE Wireless Communications and
Metworking Conference (WCNC "05], vol. 4, 2005, pp. 2137-2142.
|3] 5 Buchegger, |-Y.L Boudec, Performance analysis of the confidant protocal, in:
Proceedings of the 3rd ACM Intermational Symposium on Mobile Ad Hoo
‘w:wnrkmg&!‘.nmpusmg. 2002, pp. 2zb 236,
|-G].'.1 Chen, V. :
detecrion (n ad b 2 r
5] T-M. Chen, V. T for intrusisn
detection im ad ha t Comipul. & {2
16] J. Uuu-:nur T- Mns-.lhmd.l Luue-.ry wees: motivational depluyman: of
networked systems, in: Proceedings of the 2007 Conference on Applicatans,
Technodogies, Architecrures, and Protocods for Computer Communications,
2007, pp- 121-132,
|7] M. Fiore, ). Harrd, F. Filali, C. Bonnet, Vehicular mobility simulation for VANETS,
i 40th Annual 5-|mu|an.c.n hymp:rsmm ANSS07, wol. LI:| 2007, pi. 301-3049,
8] A Cilar, Ma Al B

T LIS

ATLTTHLICLAC &L

memun. 31 [10) (2 i

0] [' jacquet P Muhie:ha]er ] Clausen, A Laouin, A, Qayyum, L Viennot,
Optimized link state rowting protocod for ad hoc networks, ine Proc. of the
Mu_n Tanc Lunfn!em‘e rlme-m.nmnai.. znuz P G2~ 'B&

S

113] % Lee, G. Pan, ). Park, M. Gera. 5. Lu, Secure Incentives for commercial ad
dissemination in wehicular perworks, in: Proceedings of the Sth ACM
Intermational Symposium on Mobile Ad Hoo Networking and Computing,
2007, pp. 1530-159.

|14] F. LL ). Wu, Frame: an innovative incentive scheme in vehicular networks, in!

Proceedings of the 2009 IEEE Internarional Conference on Communicatbons,

2009, pp. dﬁj-ﬂ.--lﬁ'ls

. Lian, Y. i

|15] 1 maelri

B 167 -

x, Limy, L ¥ia,
veducular ad hoo netw Comput Comamun. 35 |

117 & Martd, T Giuld, K. Lai, M. Baker, Mitlgating routing misbehavior in mnbal.e ad
hoc networks, in: Proceedings of the 6th Annual Intemational Conference on
Muobile Computing and Nerworking, 2000, pp. 255-265.

| 18] I Michiardi, . Molva, A Collaborative Reputation mechanism o enforce node
cooperation in Mobile Ad Hoc Metworks, in: Proceedings of the 6th IFIP
Communication and Muloimedia Security Conference, Portoresz, Slovemnia,
Sapremher zmz

|19| Yo, D Kln :

Works r.ll.II!'.I L

|20 &

165

|21] 5 Zhong, ¥. Yang, |. Chen, Sprite: a simple, cheat-proof, credit-based system for
maobile ad hoc nerweorks, nd Proceedings off NRDCOM 2003, 2003, pp. 1987-
1997,

el SIS Lad) oS jla g (g cdaad 5 G ) e @ 4 A ()



http://iranarze.ir/+cooperative+watchdog+model+dempster+shafer+misbehaving+vehicles

\nm»?

< TarjomeFa.Com

)3 PDF b b oS wilos b amp el OKY) odd aary clie (o 51 cdlin o)
3 sle afs gy 5 SEL dlse JlE s 5l 4B S )15 Oy e | e
tdglé oolatul 5 Ve L

oA do= i X B ) v

oSl 03 das i Sllio Cuwd &

ISI sulSil S ¥lo p yivuss )

@)l:-)v\;‘.xc CA‘:*JC&))‘ ol %j&ym q’j.\g,\:-ta-f ¢ b%jc_‘,‘g’b


http://tarjomefa.com/
http://tarjomefa.com/%D8%AF%D8%A7%D9%86%D9%84%D9%88%D8%AF+%D9%85%D9%82%D8%A7%D9%84%D9%87+isi+%D8%A8%D8%A7+%D8%AA%D8%B1%D8%AC%D9%85%D9%87+%D8%B1%D8%A7%DB%8C%DA%AF%D8%A7%D9%86
http://tarjomefa.com/%D8%AC%D8%B3%D8%AA%D8%AC%D9%88-%D8%A8%D9%87-%D8%B1%D9%88%D8%B4-%D8%AA%D8%B1%D8%AC%D9%85%D9%87-%D9%81%D8%A7
http://isidl.com/

