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Algorithm 1 ContrastMiner

Data: Df,Dg,ﬁ,H.]en.

Result: Contrast patterns.

g = {X\SD), (X) > 8} /* Retrieve pattern sets in fraud set */

"

" = {X|8p, (X) = 8} /* Retrieve patterns sets in genuine set */
for each E in S’ do

U ={ulue S”. |E — u| < len} /* Execute Border-Differ only for short borders */
store BORDER-DIFF([s, E], [6, U]) in CandCPs

"
add {ulu € S ,|E —u| > len} into H /* Store long borders for later checking */

Qe o 4@ s W W

for each [£,R] in CandCPs do
L Check the support of item set in[£, R] against H and remove the redundancy;
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Algorithm 2 Cross-coverage test

Data: Pattern set P, coverage threshold n, D} . Dg

Result: Positive set P17 and negative set P~

Initialize matchCount of samples in Dy and D, to 0

Sort ¥X € P by F(X) descending order and then by |X| ascending order
for each X = P do

if 37T < Df careed X C T then

rt=rtux

Count(1T') = Count(1) + 1

if Count(1') > n then

|_ remove T from g

if Jd7T € Dy careed X C T then
P =P UX

Count(1T') = Count(1) + 1
if Count(1) > n then

| remove T fromliJ,

return P* and P~
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: 55 daalins (6.2) 4 (6.1)

Base (X;, P7) = (Spr( X)) = F(X) /(1 + F(X))) (6.1)
Base (X, ) = (Spp(X)) = F(XD /A + F(XD)) (6.2)
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ST > Base{(X;, Py, >  Base(X; ) (6.3)

XieP+t X<+t Xie P+

S Z Base (X;. P7) / Z Base (X;, P7) (6.4)

Xie P, Xt Xe P
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Algorithm 3 DecisionForest

Data: TransactionDB,k
Result: Decision forest
Sort the features by information gain into hash table H;
for each feature F; in top k of H do
Build decision tree T; with F; as root node;
L Save T} into tree table TT;

return TT;

Algorithm 4 PredictionByDecisionForest

Data: TransDB/* transactions for prediction®*/ Decision Forest TT
Result: Risk score
for each transaclion L wn TransDEB do
ScoreSum=0;
for each tree Ty in TT do
L ScoreSum=ScoreSum+-(score of ¢ by given by T;);

Output ScoreSum as risk score for t;

return TT;
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