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Abstract—Effective fault tolerant techniques are crucial for a
Network-on-Chip (NoC) to achieve reliable communication. In
this paper, a novel VLSI architecture employing redundant
routers is proposed to enhance the fault tolerance of an NoC.
The NoC mesh is divided into blocks of 2X2 routers with a
spare router placed in the center. The proposed fault-tolerant
architecture, referred to as a quad-spare mesh, can be
dynamically reconfigured by changing control signals without
altering the underlying topology. This dynamic reconfiguration
and its corresponding routing algorithm are demonstrated in
detail. Experimental results show that the proposed design
achieves significant improvements on reliability compared with
those reported in the literature.

L INTRODUCTION

As an increasing number of processing elements (PEs) has
been integrated on a single chip, a variety of interconnection
schemes have been proposed, including crossbars, rings,
buses, and Network-on-Chip (NoC) [1]. The packet-based
NoC is considered a promising solution to the interconnection
challenges of future SoC designs [2]. It is scalable and has
been widely utilized to decouple communication from
computation, thus improving performance.

The reliability of an NoC is critical to guarantee the
reliability of communication. Many solutions have been
proposed to improve the reliability of a system; these include
fault tolerant routing algorithms [3,4] and various topologies
for implementing the communication infrastructure [5,6].
These methods, however, cannot make use of the good PEs
when there are faulty routers in the network.

With the increasing circuit density and more hardware
resources on chip available, redundancy techniques have been
widely used for fault tolerance. Redundancy can be achieved
at different levels, including microarchitecture level [7,8], core
level [9] and router level [10]. Router-level redundancy is
considered efficient as the mesh size increases. In a router-
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level redundant design proposed in [10], each column has a
spare router located on the top row. This method works well,
however the reconfiguration is complicated and cannot be
performed dynamically.

In this paper, a novel router-level redundant scheme,
referred to as a quad-spare mesh, is proposed to solve the
problem of isolated PEs in the presence of faulty routers. In
the quad-spare mesh, an NoC is divided into 2 X2 blocks. One
spare router is then placed in the center of each block.
Network reconfiguration is performed dynamically by control
signals without altering the underlying topology. Hence, this
process is transparent to the operating system and application
software. The design is evaluated with fault tolerance metrics
such as system reliability and mean time to failure (MTTF).
Simulation results show that this scheme has achieved
significant improvements by these metrics compared with
those reported in [10]. For a 10X 10 NoC, the MTTF of the
proposed scheme is 40.0% higher than that of the design in
[10]. In an NoC with a single error, the maximum throughput
only decreases by 5.19%, compared with the error-free case.

The rest of this paper is organized as follows: Section II
describes the proposed fault tolerant NoC architecture. In
Section III, evaluation and experimental results are presented.
Finally, Section IV concludes this paper.

II.  DESIGN OF THE QUAD-SPARE MESH

In this section, the proposed quad-spare mesh topology is
first presented. The topology reconfiguration and routing
algorithm based on a bypass mechanism is then introduced.
This topology reconfiguration can work dynamically, i.e., the
faulty routers can be replaced by spare ones while the NoC is
working.

A. Quad-spare Mesh Topology

The topology of a quad-spare mesh is shown in Fig. 1. The
original 2D mesh is partitioned into blocks. Each block has an
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array of 2 X2 routers, with one spare router placed in the
center. The spare router can replace any faulty router in the
block. Hence, this design is referred to as a quad-spare mesh.
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Figure 1. Quad-spare mesh topology

The communication path between a PE and a router/spare
router in one block is shown in Fig. 2. Communication
channels are divided into input and output channels. For
clarity, the input and output channels of PEs in one block are
shown in Fig. 3 (a) and (b). The input port of each PE is
connected to the original router and spare router by a 2-to-1
multiplexer (MUX). As to the output port, each PE is also
connected to the original router and spare router. Because the
spare router has only one input port, a 4-to-1 MUX is used to
select the input from the PE whose router is replaced by the
Spare router.
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Figure 2. PE connections in a block

Figure 3.

(a) Input channels (b) Output channels

B. Topology Reconfiguration

The reconfiguration works dynamically. Faults can be
captured by add-on mechanisms such as the Built-In-Self-Test
(BIST). When an error is detected, a message is sent to the
topology-reconfiguration controller, so that adjacent routers
will know which of their neighbors is faulty and then packets
will be sent to spare routers. The topology is reconfigured just
by changing the control signals. From the perspectives of the

operating system and application software, the topology of the
NoC and the routing algorithm remain unchanged. Moreover,
the system does not have to stop working to reconfigure the
network. As a result, the proposed method is transparent to the
upper layer, which is a great advantage.

Fig. 4 shows an example of a 4 X4 NoC reconfiguration.
For clarity, PEs are not shown in this figure. In this example,
Routers 5 and 14 are assumed to be faulty, so they are not
shown in Fig. 4. The faulty routers are replaced by the spare
ones in their blocks respectively, i.e., Router 5 is replaced by
SRO and Router 14 is replaced by SR3.

A bypass mechanism is used for paths between a spare
router and routers in other blocks (e.g., SRO to R6 and R9 in
Fig. 4). Packets from Routers 6 and 9 are both sent to the spare
router, while for packets sent from SRO to R6 or R9, a switch
is used. The switch works together with the spare router. The
selection signal for this switch is generated by the routing
module of the spare router. When an error occurs and a spare
router is used, the switch selects the routing path, just as a
router. The connecting paths between routers and PEs can be
reconfigured by changing the selection signals of the MUXs in
Figs. 2 and 3 by the controller.
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Figure 4. An NoC reconfiguration example

C. Routing Algorithm

When an error is detected in the router, the error
information will be sent to the controller, and then the routing
tables of adjacent routers will be reconfigured by the
controller. In addition, the spare router will also be
reconfigured, based on the direction of the faulty router. If the
spare router is routing to the direction of the faulty router, a
switch is used, for which the selection signal is generated by
the spare router accordingly. In this way, packets can be
transmitted between original routers and spare routers
following the routing tables.

III.  EVALUATION AND EXPERIMENTAL RESULTS

A. Reliability Analysis

A system is considered to be reliable if all the PEs function
properly and exchange data correctly. In a traditional
N X N mesh, if one router fails to work, the data being
transmitted may get lost. An NoC with spare routers, however,
has the advantage of replacing the faulty router with a spare
one. With more faulty routers in a system, an NoC with spares
can either replace all the faulty routers and continues to work,
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or cannot repair the network and fails to work. Whether it will
work or not depends on the pattern of faulty routers. The
reliability of an NoC system is defined as the probability of
the system to function correctly, provided that each router
works independently and fails with an error probability. Given
the mesh size and the error rate of each router, 10,000 patterns
are randomly generated. The reliability of the NoC is then
measured by the statistical outcomes from the network
simulation.

To make a comparison, another router-level redundant
scheme in [10] is also simulated. Since it has a spare router in
each column, it is referred to as a column-spare NoC in this
paper. The following figure shows the reliability of both quad-
spare and column-spare NoCs in different sizes with various
router failure rates. It can be clearly seen that the reliability of
the quad-spare NoC is higher than the column-spare NoC.
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Figure 5.

B. Time Degradation Reliability Analysis

The performance of hardware may degrade with time.
Next, time degradation is taken into consideration. The
reliability of an NoC router R (z) is defined as the probability
that a router works correctly from time 0 to ¢. It is determined
by the failure rate A(), which is a measure in the number of

failures per time unit. After the router is initialized, R (¢)is
given by the exponential failure law as [11]:

Rr (t ) =e A (1)

The analytical models for the traditional mesh, column-
spare mesh and quad-spare mesh are given by (2) (3) and (4).
In an N X N network, a traditional mesh without redundancy

requires all of its routers working properly, so its reliability is
given by (2). The column-spare mesh is spilt into N columns.

Therefore every column must function correctly to ensure the
system’s functionality. The reliability of such a system is then
the product of each column’s reliability, R . Each column has

N+1 routers. A column works correctly if either all the routers
within the column are operational, which gives a reliability of
R, or N of the N+ routers are operational. In the latter

case, one of the N+/ routers is faulty, resulting in a reliability
of C:H(l— R.)R )" Therefore, the reliability of the column-

spare mesh is given by (3). As to the quad-spare mesh, a
system has (N / 2)* blocks and every block has to work
correctly to ensure the system’s reliability. A block works
correctly if at least four of the five routers in the block are
operational. This leads to the reliability of the quad-spare
mesh given by (4).

nyximm-/, (t) = (Rr )NxN (2)

Rsysfco[ﬁspar@ (t) = (Rc )N = [R; " + C:z“ (1 - Rr )(Rr )N ]N (3)

Ry g g ®= (R )" =[R7+ C0-RYR Y] @)
In the reliability analysis of (2) (3) and (4), the failure rate

of a router is assumed to be 4 =0.00315 (times/year) [12].

The reliability of various meshes with different sizes over 1 to

10 years is shown in Fig. 6. As can be seen, the spare mesh

architecture outperforms the traditional one and the quad-spare

mesh has a higher reliability than the column-spare mesh. As

the mesh size increases, the reliability decreases. The quad-

spare mesh has the most slowly decreasing reliability — it still

maintains a reliability of nearly 0.8 in the 10" year.
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Figure 6. Reliability in time of the traditional non-spare NoC, the column-
spare NoC and the proposed quad-spare NoC for different sizes.
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C. Mean Time to Failure Analysis

The mean time to failure (MTTF) is the average time
before a system fails, which is usually given as a function of
the reliability in time,

MTTF = jo “R@t)dt s

Taking (2) (3) and (4) into (5), the MTTF for a traditional,
column-spare and quad-spare mesh can be derived. The
MTTF for different mesh sizes is shown in Fig. 7. The gain of
MTTF is also depicted to highlight the effect of spare NoC
with the NoC size. For a 10X 10 NoC, the MTTF of the
column-spare mesh is 1.236X 10° hours, while the proposed
scheme is 1.731X10° hours, which is 40.0% higher than the
column-spare mesh.
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—6— Col-spare
—9— Non-spare

—— Quad-spare / Non-spare
—©— Col-spare / Non-spare

MTTF [10e5 hours]

Mesh Size
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Figure 7. MTTF and MTTF gain of the traditional non-spare NoC, the
column-spare NoC and the proposed quad-spare NoC for different sizes

D. Throughput

A Aflit-level simulator in C++ is used for measuring the
throughput. In the simulation, 100 different fault patterns are
randomly generated. All PEs are assumed to be healthy, with
only one randomly chosen PE injecting packets. The
throughput is the average number of flits received per clock
cycle.

Fig. 8 shows the throughputs of 4 X4 and 6 X 6 quad-spare
NoCs, averaged over 100 different fault patterns. As revealed
in the figures, an error-free network has the highest
throughput. The throughput decreases with the number of
faulty routers. However, in an N XN network with only a few
faulty routers, our proposed design has the advantage of
keeping the throughput almost as high as an error-free
network. This is because the spare routers can replace some
faulty routers, thus maintaining the functionality of the
network and the throughput.
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Figure 8. Average throughput for 16 PEs and 36 PEs.

IV. CONCLUSIONS

In this paper, a VLSI architecture employing router-level
redundancy, referred to as a quad-spare mesh, is proposed for
fault tolerant NoC designs. This design deals with the problem
that a faulty router breaks the communication between healthy
PEs. The proposed design significantly improves a system’s
reliability and its mean time to failure. Topology
reconfiguration and routing algorithm can be performed
dynamically. The NoC after reconfiguration is consistent to
the original network, which implies that this design is
transparent to the upper layers including operating systems
and user applications.

In the proposed quad-spare mesh, the reliability of an NoC
is improved by using spare routers, which are regularly
connected to as many original routers as possible. Therefore,
the hardware overhead is kept low with a high throughput.
This idea on the use of redundancy is not restricted in the 2D-
mesh topology; it could also be used in NoCs with other types
of topologies and could further be extended to tolerate faulty
links. The proposed fault tolerant architecture is therefore
scalable and potentially useful in future NoC designs.
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