
 

 
Abstract— This paper investigates the relative role of security 
standards, professional security certifications and 
technological tools in the protection of organizational data.  
Findings from the content analysis of 100 job postings for 
information security analysts and managers show that in 
general, organizations give more importance to knowledge 
validated by relevant professional certifications and to the 
working knowledge of IT products and solutions for the 
management of their information security than to the 
knowledge of a particular security standard. Details for such 
findings and their implications for research and practice are 
discussed. 

Keywords: Information security; Security standards; IT 
security certifications; Security tools and solutions  

I.  INTRODUCTION  

Information Security (hereafter InfoSec) refers to the 
processes and methodologies that help protect the 
confidentiality, the integrity and the availability of private 
and sensitive information or data in its electronic and paper-
based forms [1]. In today’s context of organizations’ heavy 
dependence on computer-based information systems and of 
more frequent and more severe computer security breaches, 
InfoSec has become a key challenge for researchers and 
practitioners alike. Previous research has shown that InfoSec 
remains a complex issue that involves human, organizational 
and technological factors and their interactions [2][3][4][5]. 
From this perspective, an organization’s overall InfoSec is as 
strong as its weakest link.   

An effective InfoSec requires a vast amount of 
knowledge from multiple domains to be systematically 
applied and updated [6][7][8][9].  The objective of this paper 
is to assess and analyze the relative importance of three 
categories of knowledge that has the potential to improve the 
quality of InfoSec in organizations, (i) the knowledge of best 
practices security standards promote, (ii) the knowledge 
covered and validated by specialized professional InfoSec 
certifications that complement a formal education in the field 
of Information Systems, Information Technology (hereafter 
IT) or Computer Science and (iii) the working knowledge of 
products and solutions used as technical controls to help 
protect IT assets. 

The rest of the paper is organized as follow: Section 2 
reviews the relevant literature on knowledge requirement for   

 
 
InfoSec practice, Section 3 describes the methodology used 
in this research, Section 4 presents the findings and discusses 
their implications for research and practice, and Section 5 
concludes this paper.   

II. LITERATURE REVIEW 

   Effective InfoSec requires that professionals working in 
that area of IT possess the knowledge necessary for the 
successful fulfillment of their duties.  This paper focuses on 
the relative role for InfoSec practice of (i) knowledge based 
on best practices security standards promote, (ii) knowledge 
validated by professional InfoSec certifications and (iii) of 
working knowledge of InfoSec products and solutions.  
 Research on InfoSec and Information Security 
Management Systems (hereafter ISMS) has looked at 
international security standards such as ISO/IEC 27001, BS 
17799, PCIDSS, ITIL, COBIT and national or regional 
standards such as NIST SP 800 series and GASSP as a 
comprehensive set of best practices that can help 
organizations effectively manage the security of their data 
and IT assets [10][11][12][13][14][15][16]. Research on 
ISMS has also covered the relatively low adoption of 
security standards and identified the reasons for this, 
including the time and cost involved in their implementation, 
their complexity and lack of implementation guidance 
[12][17][18][19], their excessively generic nature [20], the 
fact that compliance with security standards does not 
guarantee effective security [21][22] and the fact ISMS 
certifications do not improve an organization’s stock market 
value or bottom line [14][18][23]. However, for 
organizations that did adopt a security standard, security cost 
reduction, security incident avoidance, implementation of 
best practices and pressure from customers, partners and 
competitors were the key drivers of that adoption 
[14][15][17].  

Research on skill requirements has covered the importance 
for IT professionals to possess relevant and current 
knowledge that allows them to fulfill their duties 
successfully. It has argued that the ever-changing technology 
and the somewhat rigid curricula in formal Information 
Systems, IT and Computer Science post-secondary education 
programs tend create knowledge gaps and obsolete 
knowledge that force IT professionals to continuously 
complement their degrees with specialized certifications 
(which need to be maintained)  in order to remain operational 
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[24][25][26]. Typically, in the field of IT, third party 
organizations which include IT vendors, educational 
organizations and professional associations grant specialized 
professional certifications to individuals who pass a specific 
exam and, in some cases, possess a specific work experience, 
hence validating those individuals’ skills and expertise [26]. 

Finally, technical and socio-technical approaches in 
InfoSec research have shown that IT products and solutions 
(such as firewalls, intrusion detection systems, identity 
access management systems, cryptography systems, security 
information and event management systems, etc.) and the 
related hands-on technical expertise are -or should be- part of 
any effective InfoSec program [27][28][29]. These tools and 
solutions are used as technical controls that are reviewed, 
selected, configured, tested, implemented and later audited in 
order to prevent unwanted security events, detect them or 
recover from them. In some cases, these technical controls 
are specified in security standards such as ISO/IEC 27000 
series and NIST SP 800 series but all organizations -even 
those that do not adopt such standards- tend to apply them. 

III. METHODOLOGY 

The main objective of this paper is to examine the 
relative importance and role of security standards, of 
professional certifications and of technological tools for 
InfoSec practice. In principle, all three can help improve 
InfoSec and this research will provide a picture on how 
organizations use these three categories of knowledge to 
protect their data and other IT assets.    

For that purpose, a random sample of 100 relevant job 
postings (50 with the key words “Information security 
analyst” and 50 with the key words “information security 
manager” in “job title”) published during the month of June 
2016 by the US site monster.com was selected and the 
content of those ads was analyzed to identify the key 
domains of knowledge used to manage InfoSec in practice.  
The coding for the content analysis of the 100 job postings 
involved two researchers to avoid any bias in the study. The 
frequencies (added in the following tables and sections) 
indicate the number of times the knowledge of a particular 
security standard (and a particular task of interest linked to 
that standard), of a particular professional certification or of 
a particular type of IT products or solutions is listed as 
required or desired in the postings for each job category.  

Knowledge related to relevant university degrees and to 
relevant work experience was not considered as these 
qualifications were required or desired in most postings.  It 
is worth noticing that knowledge related to relevant work 
experience is captured by some professional certifications 
like the ones for CISSP, CISM and CISA, which require 
passing an exam and submitting verified evidence of 
appropriate work experience. This study did not consider 
knowledge related to US regulatory frameworks such as 
HIPAA, SOX, GLBA, HITECH either as compliance with 
such pieces of US regulations and legislations does not 
equal compliance with an ISMS standard.   

This examination of the job postings will explore the 
relative role of security standards, professional certifications 
and IT products and solutions by identifying and analyzing 

the related knowledge requirements and responsibilities for 
entry-level and managerial-level InfoSec positions.  

IV. FINDINGS AND DISCUSSION 

Table 1 summarizes the findings related to InfoSec 
knowledge required or desired in the areas of security 
standards, professional certifications and IT products. In 
terms of relative significance of the three domains of 
knowledge, findings show that, in general and for both job 
categories considered, organizations give more importance 
to relevant professional certifications and to familiarity with 
IT products and solutions for the management of their 
InfoSec than to the working knowledge of a particular 
security standard. However, findings show some overall 
differences within the InfoSec job categories considered. 
Hence, compared to analysts, managers are more often 
expected to be knowledgeable of security standards (62% 
versus 54%) and to be certified (82% versus 74%). There 
was no difference between analysts and managers in terms 
of overall (i.e., as measured and presented in Table 1) 
knowledge requirement related to InfoSec tools.   

TABLE I:  INFOSEC KNOWLEDGE REQUIRED OR DESIRED  

 
 
Security standard  
- Yes 
- No 

 
Professional certification  
- Yes 
- No 

 
IT products and solutions 
- Yes 
- No 

Analyst 
(N = 50) 

Manager 
(N = 50) 

Total 
(N = 100) 

 
27 (54%) 
23 (46%) 
 
 
37 (74%) 
13 (26%) 
 
 
38 (76%) 
12 (24%) 

 
31 (62%) 
19 (38%) 

 
 

41 (82%) 
9 (18%) 

 
 

38 (76%) 
12 (24%) 

 
58 % 
42% 

 
 

78% 
22% 

 
 

76% 
24% 

A. Importance  of Security Standards 
Table 1 shows that knowledge related to security 

standards is required or desired in 54% of the postings in the 
case of analysts and 62% in the case of managers, averaging 
58% in our sample.  Also, in the majority of the cases 
(81.5%, for the analysts and 61.3% for the managers) when 
knowledge of a security standard was required or desired, the 
posting listed more than one standard. However, because the 
certification of compliance with security standards is not 
always mandatory [18], this content analysis could not 
differentiate organizations that formally adopted such 
security standards with the objective of obtaining the related 
certification and/or accreditation from those that, partially or 
fully, applied the knowledge related to a security standard 
without seeking the related certification and/or accreditation. 

Table 2 presents the key security standards whose 
knowledge is required or desired.  Findings show some small 
differences in the ranking of standards between the InfoSec 
positions considered but, overall, the most common  standard 
is NIST (National Institute of Standards and Technology) SP 
(Special Publications) 800 series, a US federal government 
standard that describes a risk management framework and 



 

computer security policies, procedures and guidelines [10].  
This relative predominance of NIST SP 800 series -as a US 
standard- may be explained by the fact that this research 
uses US job postings only. PCIDSS (Payment Card Industry 
Data Security Standard), an international standard that 
specifies security requirements for payment data [10][11] 
and ISO 27000 series, an international standard that specifies 
the requirements for an ISMS applicable to any type of 
organization [10][11] are both ranked second.  In forth 
position comes SSAE 16 (Statement on Standards for 
Attestation Engagements 16), a US framework that provides 
guidance for evaluating and reporting on internal controls at 
a service organization followed by COBIT (Control 
Objectives for Information and Related Technologies), a set 
of -international- best practices for IT governance, including 
IT risk management developed by ISACA [11], and by ITIL 
(Information Technology Infrastructure Library), an 
international IT Service Management standard that also 
covers aspects of security management.  This research has 
also identified other US federal and North American 
standards (such as HITRUST, FFIEC, DODI 8500, NERC 
CIP) whose knowledge is required or desired, but their 
frequencies were marginal. 

TABLE 2: KEY SECURITY STANDARDS REQUIRED OR DESIRED  

 
 
NIST SP 800 series 
PCIDSS 
ISO/IEC 27000 series 
SSAE 16 
COBIT 
ITIL 
Other 

Analyst Manager Total 
 

23 
13 
13 
10 
4 
1 
7 

 
17 
19 
19 
6 
6 
2 
4 

 
40 
32 
32 
16 
10 
3 
11 

 
Next, tasks and responsibilities in the postings requiring 

or desiring knowledge of security standards were analyzed 
to determine how these frameworks eventually shape some 
of InfoSec professionals’ duties. This subsequent analysis 
focused on two specific tasks and their related frequencies. 
The results presented in Table 3 show that only 6% of all 
postings list “supporting and maintaining the certification 
and accreditation requirements” as a duty for InfoSec 
professionals, which most likely suggests that only a very 
small percentage of the organizations in our sample 
formally adopt a security standard and seek the relevant 
certification and/or accreditation. The results also show that 
some organizations use the standards’ guidelines to optimize 
their InfoSec processes and implement best security 
practices (15% of all postings). The rest of the tasks and 
responsibilities listed in the postings could not be mapped 
exclusively to security standards and were therefore 
excluded from this subsequent analysis related to security 
frameworks.  

TABLE 3: SPECIFIC TASKS RELATED TO SECURITY FRAMEWORKS 

 
 
Support certification process 
Improve InfoSec processes 

Analyst Manager Total 

 
3 
11 

 
3 
4 

 
6 
15 

B. Importance of Professional Certifications 
As indicated in Table 1, knowledge related to professional 

InfoSec certifications is required or desired in 74% of the 
postings in the case of analysts and 82% in the case of 
managers and averages 78%.  Furthermore, it was noticed 
during the content analysis that when a job posting listed an 
InfoSec professional certification as required or desired, it 
enumerated more than one certification. Table 4 provides the 
details for the key desired or required professional 
certifications identified in this study.   

TABLE 4: KEY INFOSEC CERTIFICATIONS REQUIRED OR DESIRED 

 
 
CISSP 
CISM 
GIAC Security Essentials  
CISA 
CEH 
Security + 
GIAC GCIH 
Other GIAC certifications 
Various Cisco certifications 
Various Microsoft certifications 

Analyst Manager Total 
 

25 
11 
12 
10 
5 
5 
6 
12 
7 
7 

 
40 
26 
14 
14 
5 
3 
1 
6 
8 
6 

 
65 
37 
26 
24 
10 
8 
7 
18 
15 
13 

 
Findings show that vendor-neutral certifications are the 

most commonly required or desired. They also show some 
differences between entry-level and managerial InfoSec 
positions.  Overall, the CISSP (Certified Information 
Systems Security Professional) certification which currently 
covers 8 security domains (including risk management, 
network security, security assessment and testing and 
security operations) and requires up to 5 cumulative years of 
full-time relevant work experience is by far the most 
frequently required or desired for both job categories.  CISM 
(Certified Information Security Manager) certification which 
focuses on InfoSec, covers topics such as governance, 
compliance and InfoSec program development and 
management and also requires up to 5 years of full-time 
relevant work experience is ranked second overall. GIAC 
(Global Information Assurance Certification) SEC (Security 
Essentials) -or GSEC- and CISA (Certified Information 
Systems Auditor) certifications rank third and fourth 
respectively.  GSEC covers more or less the same content as 
the CISSP certification but does not require any relevant 
work experience, whereas CISA covers topics related to IT 
auditing including IT security and requires up to 5 years of 
full-time relevant work experience.  

Other vendor-neutral certifications identified include 
Certified Ethical Hacker (CEH), an intermediate-level 
credential specialized in ethical hacking, Security+ which 
covers more or less the same domains of IT security as the 
CISSP certification, followed by certifications for analysts 
specialized in penetration testing and ethical hacking, in 
incident handling, in intrusion analysis and in forensics and 
by certifications for managers in ethical hacking and in 
management of security.   

With regards to the vendor-specific credentials, Cisco 
certifications and Microsoft certifications are the most 
common and refer to the importance of optimal 



 

configuration of IT products (in these cases networking 
devices and network operating systems) for InfoSec 
practice. 

C. Importance of InfoSec Products and Solutions 
Findings from Table 1 indicate that knowledge related to 

InfoSec technological tools is desired or required in 76% of 
the postings for analysts and for managers.  Here as well, it 
was noticed during the analysis of the job postings that when 
an ad listed an InfoSec tool whose working knowledge was 
required or desired, it enumerated more than one of such 
products or solutions. Table 5 summarizes the details for 
findings related to InfoSec tools.   

TABLE 5: KEY INFOSEC PRODUCTS AND SOLUTIONS IDENTIFIED 

 
 
Traditional security products 
- Firewalls, IDS & IPS 
- Network operating systems 
- Access control systems 
- Antivirus & anti-malware 
- Bus. continuity & incident mgt  
- Encryption systems 
- Other products 

 
Advanced security products  
- SIEM & monitoring tools 
- Pen-test & vulnerability scan. 
- Computer forensics tools 

Analyst Manager Total 
 

98 
34 
11 
17 
10 
6 
8 
12 
 

38 
17 
17 
4 

 
70 
19 
13 
6 
6 
10 
6 
10 
 

40 
23 
14 
3 

 
168 
53 
24 
23 
16 
16 
14 
22 
 

78 
40 
31 
7 

 
Results from this study show that job postings refer to 

various types of security tools that protect IT assets 
connected an organization’s computer networks. Findings 
also show that, overall, knowledge of traditional security 
products such as perimeter technologies (which include 
firewalls and intrusion detection and protections systems), 
network operating systems and identity and access 
management systems is more frequently required or desired 
than knowledge of advanced security products such as 
security event monitoring tools, vulnerability scanning tools 
and computer forensic tools, but this may be explained by 
the classification itself used in Table 5 since the “Traditional 
Security Products” category includes more types of products 
than the “Advanced Security Products” category. 

An analysis at the level of individual types of products 
shows that the top 5 varieties of security tools job postings 
refer to are (i) traditional perimeter technologies (firewalls, 
intrusion detection systems and intrusion protection 
systems) that serve as a first line of defense against threats 
to resources on a network, (ii) SIEM (Security Information 
and Event Management) tools that provide advanced real-
time monitoring and analysis of security events detected by 
network hardware and applications, (iii) penetration testing 
and vulnerability scanning tools that complement each other 
to identify possible weaknesses and prevent security attacks 
and violations, (iv) network operating systems and (v) 
identity and access management systems, two controls that 
protect against unauthorized access.   

Results also show that professionals at entry-level 
positions are, in many cases, expected to be familiar with 
more InfoSec tools than professionals at managerial-level 
positions.   

D. Implications for Research and Practice 
Although it cannot differentiate the organizations that 

have formally adopted a security standard with the objective 
of obtaining the relevant certification from those that use 
such standards in an informal fashion, this study shows that, 
organizations tend to rely more on knowledge validated by 
specialized professional certifications and on the working 
knowledge of IT products and solutions than on knowledge 
from security standards to protect their data.   

Despite promoting best practices and possibly improving 
InfoSec awareness and quality, security standards are in 
general given a relatively lower importance in practice.  
This is consistent with findings from previous research 
showing the low adoption of security standards [12][18][19] 
[20]. However, this relatively lower importance given to 
security standards does not mean that organizations do not 
have an ISMS since InfoSec professionals typically develop, 
enforce and review security policies, manage security 
awareness and training programs, perform risk assessments, 
develop relevant security controls and audit them, monitor 
and analyze security events and resolve the security issues 
encountered daily [30]. It means however that their ISMS is 
not always in compliance with a recognized set of coherent 
best practices, and that, as a result, it can be improved 
[12][13]. In this context, researchers and practitioners must 
look for ways to reduce the complexity of security standards 
and make their perceived benefits more evident in order to 
increase their adoption rate.   

This study also shows that, besides their -probably 
nonstandard- ISMS, organizations tend to rely heavily on 
the knowledge validated by some key specialized 
certifications and on the working knowledge of crucial IT 
products and solutions to protect their data. 

V. CONCLUSION AND FUTURE RESEARCH 

This paper focuses on the relative role of security 
standards, professional certifications and technological tools 
for InfoSec practice.  A key findings from the analysis of 
relevant InfoSec job postings is that organizations tend to 
rely more on the knowledge professional certifications 
validate and on the working knowledge of IT products for 
the protection of their data than on the working knowledge of 
a security standard.  The picture of InfoSec practice this 
study provides can guide researchers’ and practitioners’ 
improvement efforts in that area of IT.  

Future research can be expanded to also include postings 
from other countries to avoid the possible bias related to the 
exclusive focus on US job ads. Future research can also link 
the aspects of knowledge requirements covered in this paper 
to the quality of InfoSec in organizations. Finally, future 
research can investigate how security standards are used in 
organizations that do not seek the related certification. 
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