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a b s t r a c t

Security is one of the major requirements of grid computing. In grid computing environments, it should
be guaranteed that efficient and secure authenticated broadcasting technologies have been applied for
users and servers. In addition, it should be ensured that resources and data are not provided by an
attacker. Themainpurpose of a broadcasting cryptosystem is to establish a secure communication channel
from a sender to a group of legal receivers. Recently, several broadcasting cryptosystems have been
proposed based upon various cryptographic techniques. However, many researchers pointed out the
several security weaknesses in the many previously proposed broadcasting cryptosystems. This paper
proposes a new secure broadcasting cryptosystem that can withstand various security attacks and is
applicable to grid computing environment. As a result, the proposed broadcasting cryptosystem not only
has advantages of the broadcasting cryptosystem, but also is more secure and practical compared with
previous related broadcasting cryptosystems.

© 2010 Elsevier B.V. All rights reserved.
1. Introduction

Security is one of the major requirements of grid comput-
ing [1–8]. Grid technology enables complex interactions among
computational and data resources. To be deployed in produc-
tion computing environments, grid, however, needs to implement
additional security mechanisms. In the grid computing environ-
ments, it should be guaranteed that efficient and secure authen-
ticated broadcasting technologies have been applied for users and
servers. In addition, it should be ensured that resources and data
are not provided by an attacker. Recent compromises of user and
server machines at grid sites have resulted in the need for efficient
and secure authenticated broadcasting technologies based authen-
tication and key exchange mechanisms [9–17].

Themain purpose of a broadcasting cryptosystem is to establish
a secure communication channel from a sender to a group of
legal receivers [9,12,14,18–21]. In the broadcasting cryptosystem,
a sender can broadcast an encrypted message to a group of legal
receivers. Then, only legal receivers can decrypt the message, and
illegal receivers cannot acquire any important information from
the broadcast message.

Up to now, several broadcasting cryptosystems [9,12,14,18–28]
have been proposed based upon various cryptographic techniques.
However, the many previously proposed broadcasting cryptosys-
tems [18–20] need many broadcasting messages for a group of le-
gal receivers, and it is hard to add new users into the previous
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constructed groups. To eliminate these security flaws and provide
flexibility, Liaw [21] proposed a secure broadcasting cryptosys-
tem with fewer broadcasting messages based on the RSA cryp-
tosystemand symmetric cryptosystem,which allows easy addition
of new users into the active groups. However, Sun [22] showed
that Liaw’s broadcasting cryptosystem actually becomes infeasible
since a prohibitively large amount of information must be kept by
each user, and be sent as the re-keymessage for each broadcast. On
the other hand, Tseng and Jan [23] also pointed out several security
weaknesses in Liaw’s cryptosystem in 2001. That is, Tseng and Jan
showed that an intruder can break the security of the broadcasting
cryptosystem because he/she can obtain the master secret key by
means of a conspiracy attack. To remedy this attack, Tseng and Jan
also proposed a modified broadcasting cryptosystem.

Nonetheless, in 2006, Masque and Peinado [24] pointed out
that Tseng and Jan’s broadcasting cryptosystem [23] actually
does not work due to incorrect arithmetic and then presented
a redefined Liaw’s broadcasting cryptosystem, claiming to have
solved all the various problems. In spite of all these efforts [21–24],
in 2008, Zhu and Wu [29] showed that the redefined Liaw’s
scheme [24] is still insecure in that an unauthorized user is able
to obtain the shared secret, which is only intended for certain
privileged users. That is, in the Masque and Peinado broadcasting
cryptosystem, any unauthorized user can actually obtain the secret
session key, which is a secret only intended for the privileged
group. However, Zhu–Wu did not provide an improvement of the
redefined Liaw’s broadcasting cryptosystem. In addition, we found
that the redefined Liaw’s broadcasting cryptosystem has other
security problems.

This paper extends our previous works in [25] and then
proposes a new secure authenticated broadcasting cryptosystem
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that not only can withstand various security attacks including
Zhu–Wu’s attack and our proposed attacks, but is also applicable
to grid computing environments. As a result, the proposed
broadcasting cryptosystem not only has advantages of the
broadcasting cryptosystem, but also is more secure and practical
compared with previous related broadcasting cryptosystems.

The remainder of this paper is organized as follows: Section 2
reviews the Zhu–Wu’s cryptanalysis of the redefined Liaw’s broad-
casting cryptosystem. Section 3presents an outline of the proposed
attacks on the redefined Liaw’s broadcasting cryptosystem. The
proposed cryptosystem is presented in Section 4, while Sections 5
and 6 discuss its security and performance, respectively. Finally,
Section 7 concludes the paper.

2. Related works

This section reviews the redefined Liaw’s broadcasting cryp-
tosystem proposed by Masque et al. in [24] and Zhu–Wu’s crypt-
analysis [29] of the cryptosystem [24], respectively. Fig. 1illustrates
a general architecture of broadcasting cryptosystem.

2.1. Redefined Liaw’s broadcasting cryptosystem

Fig. 2 illustrates the redefined Liaw’s broadcasting cryptosys-
tem [24]. The cryptosystem is based on some RSA-like arithmetic
and is composed of three phases: system setup, broadcasting, and
decryption.

2.1.1. System setup phase
In the system, there is a central authority server (CAS for short).

The CAS is responsible for generating the system parameters and
the keys for all users. Consider a systemcomposed ofnusers {Ui}

n
i=1

under the coordination of CAS.
(1) CAS generates the public and private keys for every user {Ui}

n
i=1

in the system and defines the following system parameters:
Let N = pq be a public RSA modulus, where p = 2p′

+ 1,
q = 2q′

+ 1, and p, q, p′, q′ are all large prime numbers. Let
λ(N) = lcm(p− 1, q− 1) = lcm(2p′, 2q′) = 2p′q′ be the Euler
totient function.

(2) CAS chooses an encryption function f (x) = xe mod λ(N).
(3) CAS chooses two exponents e and d such that ed ≡

1 (mod λ(N)).
(4) CAS chooses a system key K0 ∈ Zn and a random number rc .
(5) CAS selects a prime number ti for each user Ui, where 1 ≤ i <

n, such that t−1
i mod λ(N) exists.

(6) CAS assigns to Ui a private key Ki and a public key Pi as follows:

Ki = K ti
0 mod N (1)

Pi = f (t−1
i rc) = (t−1

i rc)e mod λ(N). (2)
(7) CAS → Ui: Ki

CAS sends each private key Ki to Ui over a secure channel,
where 1 ≤ i < n.

(8) CAS publishes d, N and Pi which can be known to all, and keeps
secure e, K0, rc , {ti}ni=1, and any information on factorizing N .

2.1.2. Broadcasting phase
Assume that a sender S = U1 wants to broadcast a message M

to a group of users G = {Ui}
a
i=2, where a < n. Then, the following

steps have to be performed to broadcast a messageM .
(1) S → CAS: G

S sends the user identities G = {Ui}
a
i=2 to CAS.

(2) CAS computes B and f (B) as follows:

B = t1t2 . . . ta mod N (3)

f (B) = Be mod λ(N). (4)
(3) CAS → {S, G}: f (B)

CAS broadcasts f (B) to both S and the legitimate receivers G.
(4) S computes the common shared session key sk as follows:

sk = K (f (B)P1)d

1 mod N

= K
(Bt−1

1 rc )ed mod λ(N)

1 mod N

= K
Bt−1

1 rc
1 mod N

= K Brc
0 mod N. (5)

(5) S encrypts its messageM as C = Esk(M).
(6) S → G: C

S broadcasts C to the legitimate receivers G.

2.1.3. Decryption phase
When the legitimate receivers G = {Ui}

a
i=2 receive C from the

sender S, then the following steps have to be performed to get the
message M from C = Esk(M).

(1) G compute the common shared session key sk from its private
key Ki, public key Pi, and the received public parameter f (B) as
follows:

sk = K (f (B)Pi)d

i mod N

= K
(Bt−1

i rc )ed mod λ(N)

i mod N

= K
Bt−1

i rc
i mod N

= K Brc
0 mod N. (6)

(2) G decrypt C as Dsk(C) and get the messageM .

2.2. Zhu–Wu’s cryptanalysis

Zhu and Wu [29] pointed out that an unauthorized user Uj ∉

G{S}, which is neither a member in the privileged group nor the
sender, can easily obtain the common shared session key sk be-
tween the sender S and the legitimate receivers G = {Ui}

a
i=2 in

the redefined Liaw’s broadcasting cryptosystem. That is, Zhu–Wu
showed thatUj can simply derive the session key sk from thebroad-
cast f (B), just like the sender S or any intended receiverUi ∈ Gdoes
as follows. By using an unauthorized userUj’s private key Kj, public
key Pj, the CAS’s public key d and the intercepted value f (B), Uj can
derive the shared session key sk from the following computation:

sk = K
(f (B)Pj)d

j mod N

= K
(Bt−1

j rc )ed mod λ(N)

j mod N

= K
Bt−1

j rc
j mod N

= K Brc
0 mod N. (7)

Therefore, any Uj ∉ G{S} can easily decrypt the ciphertext C =

Esk(M) from S to recover the original message M because K Brc
0 is

the same session key which is computed by S and G = {Ui}
a
i=2.

3. Further cryptanalysis

This section shows that the redefined Liaw’s broadcasting
cryptosystem is vulnerable to the integrity violence of the session
key from illegal modification, the session key modification attack
and the message modification attack.

3.1. Integrity violence of the session key from illegal modification

The redefined Liaw’s broadcasting cryptosystem is vulnerable
to an integrity violence of the session key from illegalmodification.
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Fig. 1. General architecture of broadcasting cryptosystem.
Fig. 2. The redefined Liaw’s broadcasting cryptosystem.
Suppose that an attacker interposes the communication between
CAS and users. Then, he/she can perform the illegal modification
attack as follows:

(1) When CAS broadcasts f (B) to both S and the legitimate
receivers G = {Ui}

a
i=2 in Step 3 of the broadcasting phase, an

attacker intercepts it.
(2) The attacker chooses a random number tx and broadcasts it to

both S and G.
(3) Upon receiving tx, both S and G will derive the same wrong

session key as follows:

sk∗
= K (txPi)d

i mod N

= K
(txt−1

i rc )ed mod λ(N)

i mod N
= K
txt−1

i rc
i mod N

= K txrc
0 mod N. (8)

From the above Eq. (8), we can see that sk∗ is not equal to
sk = K Brc

0 . However, both S and G cannot detect the generation
of this wrong session key because they have the same session
key. From now, both S and G shall use the wrong session key
in encrypting/decrypting their messages. Through this illegal
modification attack, the attacker can neither obtain sk∗ but can
make two parties believe and use an unintended session key. In
fact, an illegal modification attack is not a serious attack, since it
cannot prevent the two communication parties from reaching a
common secret key, even though this key is not the correct one.
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Most important, the attacker cannot access the agreed common
key from this illegal modification attack. However, since the
Diffie–Hellman session key sk∗ is invalid, it cannot guarantee
the integrity of the session key. Therefore, the redefined Liaw’s
broadcasting cryptosystem is vulnerable to an integrity violence
of the session key from illegal modification.

3.2. Session key modification attack

The redefined Liaw’s broadcasting cryptosystem is vulnerable
to session key modification attack as follows:
(1) When CAS broadcasts f (B) to both S and G = {Ui}

a
i=2 in Step 3

of the broadcasting phase, an attacker intercepts it.
(2) The attacker sets tx = 0 and broadcasts it to both S and G.
(3) Upon receiving tx, both S and G will derive the same wrong

session key as follows:

sk∗
= K (txPi)d

i mod N

= K (0·Pi)d

i mod N

= K 0
i mod N

= 1 mod N. (9)

As a result, when the sender S encrypts its message M as C =

Esk(M) and broadcasts it to the legitimate receivers G, the attacker
can also decrypt C by using the same wrong session key sk∗

=

1. Therefore, the redefined Liaw’s broadcasting cryptosystem is
vulnerable to session key modification attack.

3.3. Message modification attack

The redefined Liaw’s broadcasting cryptosystem is vulnerable
to message modification attack as follows:
(1) When S broadcasts C to G in Step 6 of the broadcasting phase

after encrypting its message M as C = Esk(M), an attacker
intercepts it.

(2) The attacker sets C∗
= X , where X is a random value, and

broadcasts it to G.
(3) Upon receiving C∗

= X from the attacker in the decryption
phase, G will decrypt the meaningless messageM∗ as follows:

M∗
= Dsk(C∗). (10)

This message modification attack by the attacker can succeed be-
cause the legitimate receivers G do not verify the integrity of the
decrypted messageM∗. Therefore, the redefined Liaw’s broadcast-
ing cryptosystem is vulnerable to message modification attack.

4. Proposed authenticated broadcasting cryptosystem and its
application to grid computing

This section first proposes a new authenticated broadcasting
cryptosystem that can withstand the above described attacks and
then presents its application to grid computing environments.

4.1. The proposed authenticated broadcasting cryptosystem

Fig. 3 illustrates the proposed authenticated broadcasting
cryptosystem and it is composed of three phases: system setup,
broadcasting, and decryption.

4.1.1. System setup phase
This phase is similar to the redefined Liaw’s broadcasting

cryptosystem. Consider a system composed of n users {U}
n
i=1 under

the coordination of CAS.
(1) CAS performs same operations (1)–(6) like the redefined Liaw’s

broadcasting cryptosystem mentioned above.
(2) CAS chooses a secure one-way hash function h(x), such as SHA-

1 or SHA-256 [30,31].
(3) CAS → Ui: Ki = K ti
0 mod N

CAS sends each private key Ki to Ui over a secure channel,
where 1 ≤ i < n.

(4) CAS publishes d, N , f (x), h(x) and Pi which can be known to
all, and keeps securely e, K0, rc , {ti}ni=1, and any information on
factorizing N .

4.1.2. Broadcasting phase
Assume that the sender S = U1 wants to broadcast amessageM

to a group of users G = {Ui}
a
i=2, where a < n. Then, the following

steps have to be performed to broadcast a messageM .
(1) S → CAS: G

S sends the user identities G to CAS.
(2) CAS generates a random integer z and computes Zl, where

1 ≤ l ≤ a, as follows:

Zl = EKl(z). (11)
(3) CAS computes B, f (B) and Y as follows:

B = t1t2 . . . ta mod N (12)

f (B) = Be mod λ(N) (13)
Y = h(z, f (B)). (14)

(4) CAS → {S, G}: {Zl, f (B), Y }

CAS broadcasts Zl, f (B) and Y to both S and G.
(5) S decrypts Z1 as z = DK1(Z1) and gets the random integer z.

(6) S verifies whether Y ?
= h(z, f (B)). If this holds, then S

authenticates the CAS. Otherwise, S stops the broadcasting
phase.

(7) S computes the common shared session key sk as follows:

sk = K z(f (B)P1)d

1 mod N

= K
z(Bt−1

1 rc )ed mod λ(N)

1 mod N

= K
zBt−1

1 rc
1 mod N

= K zBrc
0 mod N. (15)

(8) S encrypts its messageM as C = Esk(M).
(9) S computes a message authentication code V = h(sk,M),

where h(·) is a secure one-way hash function [30,31].
(10) S → G: {C, V }.

S broadcasts C and V to the legitimate receivers G.

4.1.3. Decryption phase
When the legitimate receiversG = {Ui}

a
i=2 receive C and V from

the sender S, then the following steps have to be performed to get
the message M from C = Esk(M).
(1) G decrypt Zi as z = DKi(Zi) by using his/her private key Ki and

get the random integer z.
(2) G verifies whether Y ?

= h(z, f (B)). If this holds, then G
authenticates the CAS. Otherwise, G stops the decryption
phase.

(3) G computes the common shared session key sk from its private
key Ki, public key Pi, and the received public parameter f (B) as
follows:

sk = K z(f (B)Pi)d

i mod N

= K
z(Bt−1

i rc )ed mod λ(N)

i mod N

= K
zBt−1

i rc
i mod N

= K zBrc
0 mod N. (16)

(4) G decrypts C as Dsk(C) and gets the messageM .
(5) G verifies whether V ?

= h(sk,M). If this holds, then G accepts
the messageM . Otherwise, G rejects it.
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Fig. 3. The proposed authenticated broadcasting cryptosystem.
4.2. Application to grid computing environments

Grid computing is a computer network in which each
computer’s resources are shared with every other computer in the
system. Processing power, memory and data storage are all com-
munity resources that authorized users can tap into and leverage
for specific tasks. A grid computing system can be as simple as a
collection of similar computers running on the same operating sys-
tem or as complex as inter-networked systems comprised of every
computer platform [2,32].

In most grid computing systems, only certain users are au-
thorized to access the full capabilities of the network. Otherwise,
the control node would be flooded with processing requests and
nothingwould happen due to deadlock. It is also important to limit
access for security purposes. For that reason, most systems have
authorization, authentication, key exchange, and secure broadcast-
ing protocols [12]. These protocols limit network access to a select
number of users. Other users are still able to access their own ma-
chines, but they cannot leverage the entire network [12,32].

Fig. 4 illustrates an application example of the proposed
authenticated broadcasting cryptosystem. Assume that a user
wants to access his/her company’s grid network domain through
his/her control server in order to perform some specific tasks. To
securely coordinate the grid nodes’ resources in the grid domain,
the control server has to broadcast all task messages securely.
In this scenario, the control server can perform the proposed
authenticated broadcasting cryptosystem before he/she sends the
taskmessages to the grid network domain. That is, after computing
the common shared session key sk, the control server encrypts its
taskmessage TM as C = Esk(TM) and broadcasts it to the legitimate
grid nodes. Then, the grid nodes can securely decrypt C as Dsk(C)
and get the task message TM .
5. Security analysis

This section provides the security analysis of the proposed
authenticated broadcasting cryptosystem.

(1) Suppose that an attacker wants to derive the message M
from C . The legitimate receivers G = {Ui}

a
i=2 can derive

the message M that came from the sender S by using the
decryption phase proposed above. However, it is infeasible
to derive the shared session secret key sk by only knowing
the public keys of the sender S for any illegitimate receiver,
because the security of our broadcasting cryptosystem is the
same as the RSA public key cryptosystem, which is strongly
believed to be computationally difficult to attack.

(2) Suppose that an attacker wants to find the shared session
secret key sk. In this case, it is assumed that an illegitimate
receiver is trying to evaluate the shared session secret key sk.
Since an attacker does not have the private keys Ki, he/she
cannot employ the decryption phase mentioned above.

(3) Suppose that an attacker wants to obtain the private keys
Ki only known by user Ui. The attacker may come from
legitimate receivers, since there is no information available to
compute the private keys Ki. Hence, the proposed broadcasting
cryptosystem can protect the security of Ki.

(4) Suppose that two legal users want to perform a conspiracy
attack described in [23,24]. Two legal users Ux and Uy share
their private keys Kx = K tx

0 and Ky = K ty
0 , respectively. Since

tx and ty are relatively prime, if two legal users can get tx and
ty from Kx = K tx

0 and Ky = K ty
0 , two numbers s and r can be

obtained satisfying rtx + sty = 1 by the Euclidean algorithm.
Then, the system secret key K0 can be recovered by performing
the following operation.
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Fig. 4. General architecture of grid computing environment.
K r
xK

s
y mod N = K txr

0 K tyr
0 mod N

= K txr+tyr
0 mod N

= K0 mod N. (17)

However, this conspiracy attack cannot be applied to the
proposed broadcasting cryptosystem since the users do not
know parameter ti. To obtain ti from Ki = K ti

0 , he/she can solve
the RSA factoring challenge problem. But it is computationally
infeasible since modulus N is sufficiently large and ti is always
randomly generated in each session.

(5) Suppose that an attacker wants to find the RSA secret key e of
CAS from f (B) = Be mod λ(N) and Pi = (t−1

i rc)e mod λ(N).
In order to obtain e, a user should solve the equation f (B) =

Be mod λ(N) and Pi = (t−1
i rc)e mod λ(N). However, it is

computationally infeasible to get the private key e of CAS from
f (B) and Pi because of the RSA factoring challenge problem.

(6) Suppose that an attacker wants to perform the Zhu–Wu
attack [29] to drive the shared session key sk. Unlike the
redefined Liaw’s broadcasting cryptosystem, in the proposed
cryptosystem, the CAS generates a random number z and
encrypts it with the private key Ki of both the sender S and
the legitimate receivers G = {Ui}

a
i=2, respectively. In addition,

each receiver must decrypt Zi = EKi(zi) by using its private
key Ki to get the random number zi and compute the shared
session key sk = K zBrc

0 mod N . Without knowing the random
number z, the attacker cannot compute the shared session key
sk. To get the random number z, the attacker must know the
private key Ki of the legal users. Since Ki is never disclosed to
the attacker, the attacker cannot compute the shared session
key sk = K zBrc

0 mod N . Therefore, the proposed broadcasting
cryptosystem can resist the Zhu–Wu attack.

(7) The proposed broadcasting cryptosystem is secure to the
integrity violence of the session key from illegal modification
and the session key modification attack. The sender S and
the legitimate receivers G always do verify the integrity of
the decrypted message z and the received f (B) by comparing
whether Y ?

= h(z, f (B)) in Step 6 of the broadcasting phase and
Step 2 of the decryption phase, respectively. Without knowing
the correct private key Ki, nobody can compute the correct
value Zi and f (B). It means that the sender S and the legitimate
receivers G can easily detect the received Zi and f (B) are
modified by the attacker. Therefore, the proposed broadcasting
cryptosystem is secure to the integrity violence of the session
Table 1
Comparisons of computational costs and security.

Computation type Masque–Peinado
cryptosystem [24]

Our cryptosystem

Sender CAS Receiver Sender CAS Receiver

Modular exponential
operation

2 1 2 2 1 2

Symmetric
encryption

1 0 0 1 a 0

Symmetric
decryption

0 0 1 1 0 2

Hash operation 0 0 0 2 1 2

Zhu–Wu attack [29] Insecure Secure
Integrity violence
attack

Insecure Secure

Session key
modification attack

Insecure Secure

Message
modification attack

Insecure Secure

a: Number of users in a group G = {Ul}
a
l=1 .

key from illegal modification and the session key modification
attack.

(8) The proposed broadcasting cryptosystem is secure to the mes-
sage modification attack. The legitimate receivers G always do
verify the integrity of the decrypted message M by comparing
whether V ?

= h(sk,M) in Step 5 of the decryption phase. With-
out knowing the correct session key sk = K zBrc

0 mod N , no-
body can get the correctmessageM by decrypting the received
C = Esk(M). It means that the legitimate receivers G can easily
detect the received Zi, f (B), C , and V are modified by the at-
tacker. Therefore, the proposed broadcasting cryptosystem is
secure to the message modification attack.

6. Performance analysis

The performance comparison between Masque and Peinado’s
redefined Liaw’s broadcasting cryptosystem [24] and our proposed
broadcasting cryptosystem are shown in Table 1. In order to com-
pare the computational workload, we considered the number of
modular exponential operations, symmetric encryptions, symmet-
ric decryptions, and hash operations in the broadcasting phase and
the decrypting phase.

According to [33], the operation numbers per second performed
in asymmetric encryptions/decryptions and modular exponential
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operations, symmetric encryptions/decryptions, and hash function
operations are 2, 2000, and 20,000, respectively. Since symmetric
encryptions/decryptions and one-way hash function operations
are much faster than the asymmetric encryptions/decryptions
and modular exponential operations, the CAS that has powerful
processors, a lot of memory and big storage subsystems can
perform the computations efficiently. Particularly, we focus on the
numbers of operations that both sender and each receiver need to
perform because the user devices usually are not as powerful as
the CAS system and thus are not suitable for computation intensive
tasks. Compared with Masque–Peinado’s cryptosystem, both the
sender and each receiver must perform one extra symmetric
decryption and two extra hash operations, respectively. However,
these computations are required to provide strong security that
can withstand the Zhu–Wu attack [29], integrity violence attack,
session key modification attack, and message modification attack.
Therefore, it can be seen that the proposed cryptosystem requires
more computational costs than Masque–Peinado’s cryptosystem
to acquire better security.

7. Conclusions

The purpose of a broadcasting cryptosystem is to establish
a secure communication channel from a sender to a group
of legal receivers. This paper pointed out that the redefined
Liaw’s broadcasting cryptosystem is still insecure to the integrity
violence of the session key from illegal modification, the session
key modification attack and the message modification attack. In
addition, this paper proposed a new authenticated broadcasting
cryptosystem in order to overcome the weaknesses of the
the redefined Liaw’s broadcasting cryptosystem. Moreover, this
paper also presented an application example to grid computing
environments of the proposed cryptosystem. As a result, the
proposed cryptosystem not only has the advantages of the
redefined Liaw’s broadcasting cryptosystem, but is also more
secure and practical compared with previous related broadcasting
cryptosystems.
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