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Because of their unique characteristics,
smartphones present challenges requiring
new business models that offer counter-
measures to help ensure their security.

martphones are quickly becoming the dominant
device for accessing Internet resources. Sales of
smartphones overtook PC sales in the global
market in Q4 2010.! Shipments of smartphones
surpassed those of feature phones in Western Europe
in Q2 2011.2 According to a May 2011 Nielsen survey,
smartphones outsold feature phones in the US in this
same period.”> Compared to 5.9 billion worldwide mobile
phone subscribers, smartphone usage (835 million) is still
steadily increasing.? IDC predicts smartphone shipments
will approach one billion in 2015.5
Smartphones offer many more functions than tradi-
tional mobile phones. In addition to a preinstalled mobile
operating system, such as iOS, Android, or Windows
Mobile, most smartphones also typically support carrier
networks, Wi-Fi connectivity, and Bluetooth so that users
can access the Internet to download and run various third-
party applications. Most smartphones support Multimedia
Message Service (MMS) and include embedded sensors
such as GPS, gyroscopes, and accelerometers, as well as
a high-resolution camera, a microphone, and a speaker.
Smartphones’ increasing popularity raises many secu-
rity concerns.®? Their central data management makes
them easy targets for hackers. Since the first mobile phone
viruses emerged in 2004, smartphone users have reported
significant malware attacks. In the last seven months of
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2011, malware attacks on the Android platform increased
3,325 percent.”® As the use of smartphones continues its
rapid growth, subscribers must be assured that the services
they offer are reliable, secure, and trustworthy.

SMARTPHONE THREATS AND ATTACKS

In a smartphone threat model, a malicious user publishes
malware disguised as a normal application through an app
store or website. Users will unintentionally download the
malware to a smartphone, which carries a large amount of
sensitive data. After infiltrating a smartphone, the malware
attempts to control its resources, collect data, or redirect the
smartphone to a premium account or malicious website.

This model divides a smartphone into three layers:

» The application layer includes all of the smartphone’s
apps, such as social networking software, email, text
messaging, and synchronization software.

e The communication layer includes the carrier net-
works, Wi-Fi connectivity, Bluetooth network, Micro
USB ports, and MicroSD slots. Malware can spread
through any of these channels.

» The resource layer includes the flash memory, camera,
microphone, and sensors within a smartphone. Be-
cause smartphones contain sensitive data, malware
targets their resources to control them and manipu-
late data from them.

An attack forms a loop starting with the launch of the
malware, moving through the smartphone’s application,
communication, and resource layers, on to premium ac-
counts/malicious websites, and back to the malicious user.
Figure 1 shows such an attack.
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Malware’s impact can range from minor issues, such as
degraded performance, spam messages, and slow opera-
tion, to more significant challenges, such as the user not
being able to receive and make phone calls or incurring
financial loss. The impact to any one smartphone user
might be completely different from that experienced by
other subscribers.

Jeopardized resources

Resources containing sensitive data are attractive to
hackers. Once malware finds a way into the smartphone,
it will try to gain privileges to access and control these
resources.

For example, flash memory can be quickly repro-
grammed with malware that cannot be removed until the
user reprograms the flash memory. Some smartphones
also include MicroSD memory cards. With a data cable
or a card reader, a malicious user can easily disclose the
memory card’s content.

Sensors, such as GPS, gyroscopes, and accelerometers,
also contain sensitive information. GPS, for example, can
reveal a smartphone subscriber’s location, which the sub-
scriber might not want to disclose.

In addition, a user might not be aware that malware has
turned the smartphone camera or microphone on. Mal-
ware with full control of a smartphone can thus transform
it into a tapping device.

Moreover, data can be leaked when a user transfers
data from a smartphone to a computer through a Wi-Fi or
Bluetooth network.

Finally, smartphones depend on batteries to power on.

Smartphone

Battery exhaustion attacks can dissipate battery power
faster than normal, disabling a smartphone’s functions.

Malware

Smartphone malware falls into three main categories:
viruses, Trojans, and spyware."®

Viruses are typically disguised as a game, security
patch, or other desirable application, which a user down-
loads to a smartphone. Viruses can also spread through
Bluetooth. Two Bluetooth viruses have been reported in
smartphones:

« Bluejacking sends unsolicited messages over Blue-
tooth to a Bluetooth-enabled device within a limited
range (usually around 33 feet).

» Bluesnarfing accesses unauthorized information in a
smartphone through a Bluetooth connection.

Most smartphone Trojans are related to activities such
as recording calls, instant messaging, finding a location
via GPS, or forwarding call logs and other vital data. Smart
Message System Trojans comprise a large category of
mobile malware that run in an application’s background
and send SMS messages to a premium rate account owned
by an attacker. HippoSMS, for example, increases users’
phone charges by sending SMS messages to premium
mobile accounts and blocks service providers’ messages
alerting users of the additional charges.

Spyware collects information about users without their
knowledge. According to a 2011 report, spyware was the
dominant malware affecting Android phones, accounting
for 63 percent of the samples identified."
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Carrier 1Q software, which runs hidden in the back-
ground and does not require authorized consent to
function, is usually preinstalled in a smartphone to col-
lect usage data intended to help carriers improve service.
Mobile operators, device manufacturers, and application
vendors can use this information to deliver high-quality
products and services. However, smartphone subscribers
usually are not aware of what data is being collected or
how it is processed and stored.

Threats and attacks

Smartphone threats and attacks include sniffing, spam,
attacker spoofing, phishing, pharming, vishing, and data
leakage.

The WebKit engine, which most mobile
platforms use, has a vulnerability that
lets attackers crash user applications
and execute malicious code.
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Sniffing captures and decodes packets as they pass
over the airwaves. There are various ways to sniff or tap a
smartphone. In 2010, Karsten Nohl showed that A5/1, the
Global System for Mobile Communications (GSM) encryp-
tion function for call and SMS privacy, could be broken in
seconds." Thus, all GSM subscribers are at risk for sniffing
attacks. Further, as eavesdropping software continues to
be available, smartphone subscribers using 3G or 4G net-
works are also at risk.

Spam can be carried through email or MMS messages.
These messages can include URLs that direct users to
phishing or pharming websites. MMS spam can also start
a denial-of-service (DoS) attack. According to industry ana-
lyst Richi Jennings, the number of spam text messages
generated in the US increased 45 percent in 2011 to 4.5
billion messages."?

Another threat involves an attacker spoofing a caller
ID and pretending to be a trusted party. Researchers have
spoofed MMS messages that appear to come from 611,
which carriers use to send alerts or update notifications."
Base stations can also be spoofed.

A phishing attack can masquerade as a trusted party to
steal personal information, such as a username, password,
or credit card account number. Many phishing attacks
have occurred in social networking, email, and MMS mes-
sages. For example, a malicious application could include
a “Share on Facebook” button that redirects users to a
spoofed target application, which could request the user’s
secret credentials and steal the data.

Pharming attackers can redirect Web traffic on a
smartphone to a malicious or bogus website. By collect-
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ing the subscriber’s smartphone information, a pharming
attack can lead to other attacks. For example, when a user
browses a website on a smartphone, the HTTP header
usually includes information about the smartphone’s
operating system, browser, and version number. With
this information, an attacker can learn the smartphone’s
security vulnerabilities and start other directed attacks.

Vishing is short for “voice phishing.” In a vishing attack,
malicious users try to gain access to a smartphone user’s
financial and other private information. By spoofing a
caller ID, the attacker might look like a trusted party
and fool the smartphone user into releasing personal
credentials.

Data leakage is the unauthorized transmission of per-
sonal information or corporate data. Malicious software
can steal personal information such as a contact list, loca-
tion information, or bank information and send this data
to a remote website. A smartphone’s data leakage can
put its owner at risk of identity theft. Business owners or
classified users such as government and military person-
nel have even more concern about data leakage. ZitMo, a
mobile version of Zeus, has been found in Symbian, Black-
Berry, and Android devices. An attacker could use ZitMo
to steal one-time passwords sent by banks to authenticate
mobile transactions.

Web browsers are also vulnerable to smartphone at-
tacks. The WebKit engine, which most mobile platforms
use, has a vulnerability that lets attackers crash user appli-
cations and execute malicious code. CrowdStrike revealed
that attackers could use the WebKit vulnerability to install
a remote access tool to eavesdrop on smartphone conver-
sations and monitor user locations. The vulnerability has
been found in BlackBerry, iOS, and Android devices.

For various reasons, smartphones are also vulnerable
to DosS attacks:

» Because they are based on radio communication tech-
nology, smartphones can incur an attack in which a
jamming device is used to disrupt the communication
between the smartphone and its base station.

 Flooding attacks can generate hundreds of text mes-
sages or incoming calls, thus disabling a smartphone.

» A battery exhaustion attack on a smartphone causes
more battery discharge than is typically necessary.

» A malicious user could use a smartphone’s blocking
features to start a DoS attack. If a malicious user keeps
calling a smartphone from a blocked phone number,
the subscriber cannot use any of the smartphone’s
functions.

Many attacks operate in a stealth mode. Users might not
notice these attacks for days or even months. In addition,
a malicious user could plant malware in a smartphone but
not use it until later.




MOBILE DEVICE FORENSICS

M obile device forensics—which covers cell phones, smartphones,
tablets, personal digital assistants, and GPS receivers—is a
subspecialty of computer forensics, necessitated by the near-ubiquity
of these devices in today’s society. Because mobile devices are
increasingly the instrument, target, or record keeper of criminal and
other nefarious behaviors, they are of interest in criminal
investigations, civil litigation, and intelligence collection. Some would
argue that mobile devices contain more probative information per
byte examined than traditional computers.

Because most smartphones now come with sophisticated applica-
tions, built-in cameras, lots of storage capacity, and high-speed
network connectivity, a vast amount of computing power is readily
available within the user’s grasp. Indeed, smartphones are more prop-
erly thought of as portable Internet terminals than merely as phones.

Although mobile device forensics involves retrieving and examin-
ing data even if it might have been deleted, for both criminal and civil
proceedings, the processes and tools are also used in applications
outside the courtroom. Data that can be recovered from a mobile
device includes call history, sent and received Short Message Service
(SMS) and multimedia messages, contacts and phone numbers,
emails, photos, videos, geolocation and GPS information, wireless
network settings, Web browsing history, voicemail messages, social
networking information, application histories and logs, and other
data that might be retained within smartphone apps.

Numerous commercial and open source products are available for
extracting and analyzing mobile device data, ranging from camera
kits that take screenshots to products that can acquire a file system
(logical) or the entire memory (physical) to software that parses data-
bases and hardware to physically examine the device’s chips. Figure A
shows two of the most widely used products for logical and physical
data extraction and analysis: the Cellebrite Universal Forensics Extrac-
tion Device (UFED) Ultimate (www.cellebrite.com) and the Micro
Systemation XRY Complete/XACT (www.msab.com).

Mobile device forensics requires a process and tools that can
extract information from at least six different mobile operating sys-
tems (OSs), including i0OS, Android, and Windows Mobile, and
thousands of models of phones, tablets, and GPS devices.

Even if an examiner can physically acquire the device’s memory,
examination of that binary dump might still require good, old-
fashioned analysis with hex editors, standard computer forensics
tools, and regular expressions. As an example, Android phones have

considerable fragmentation and variation in OS versions, which
makes locating common data across OSs and devices difficult. Even
Apple’s iPhone returns different data depending on the OS version
and whether the phone is jail-broken (freed from the limitations
imposed on it by Apple).

Many feature phones and dumb phones in the marketplace store
contacts and SMS data on the SIM card, while they usually store
images or videos locally on the device. Tablets typically perform the
same as handsets with regard to returned forensic data. Despite the
availability of many tools, this is not push-button forensics.

Because of the incredible amount of personal and business infor-
mation stored on mobile devices—or that can be inferred from
information on them—security and privacy challenges abound. In
addition to placing user information on the phone, the OS also stores
information unbeknownst to the user. For example, in April 2011,
Apple received considerable media attention when it became known
that the iPhone had been recording a detailed history of user geo-
graphical locations in an unprotected file; with a simple extraction, a
forensic examiner could create a geotagged map of all of the places
thatiPhone (and presumably its user) visited. The key lesson: sensitive
data should always be encrypted in smartphones.

Figure A. Products for use in data extraction and analysis:
(1) Cellebrite UFED and (2) Micro Systemation XRY Complete/
XACT.

SECURITY CHALLENGES AND IMPACT

As the “Mobile Device Forensics” sidebar describes, the
near ubiquity of devices such as smartphones in today’s
society necessitates the development of this subspecialty
of computer forensics. Many techniques used to secure
desktop and laptop computers such as antivirus and anti-
malware software can be used for smartphone security.
However, smartphones have some unique characteristics
that make security extremely challenging.

Consumer products

The wide range of smartphone subscribers is matched
by the variety of smartphone uses: communication, in-
formation, social networking, gaming, entertainment,
business enterprise, and so on. Smartphones are con-

sumer products, and different groups of people have
different preferences, thus their needs for smartphone
security also differ.

No single security tool is appropriate for all subscribers.
Smartphone security tools should be configurable to meet
the needs of different groups. For example, a business user
is typically more concerned about smartphone security
than a gamer and thus is willing to spend more to ensure
device security.

Finally, most people do not expect to keep their smart-
phones for a long time. Instead, they expect them to be
damaged or lost and to eventually need replacement. Thus,
to merit the investment in its purchase, a security solution
must be transferrable to a replacement device or it can be
purchased in a replacement device at low cost.
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Figure 2. Comparison of desktop operating systems and
smartphone operating systems market share.
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Platform-oriented

Smartphones have a preinstalled mobile operating
system. Unlike desktop operating systems, which are dom-
inated by Microsoft Windows, as Figure 2 shows, Android,
iOS, BlackBerry, Symbian, and Windows Mobile share the
mobile operating system market.®

Each mobile operating system provides different ap-
plications, features, and interfaces. The variety lets
consumers personalize their devices; however, this pres-
ents a challenge to the hardware vendors and smartphone
application developers who must support these various
mobile operating systems. Further, multiple versions of
each mobile operating system might exist, especially for
the Android OS.

The differences between these operating systems dic-
tate the security software, as the smartphones must also
be platform-oriented. Because operating systems are vul-
nerable to different security breaches, security software
must specifically address each type of breach. Mobile se-
curity software developers must therefore customize the
software for each mobile platform to deal with multiple
operating system and version issues.

Multiple-entrance open system

Smartphones are multiple-entrance open systems, and
each entrance is a potential back door for malware access.
Each smartphone communication channel is a potential
path for malware disguised as an application.

Because smartphones offer multiple entrances, an
attack loop can consist of many combinations, but an
attack loop cannot be formed if malware is detected,
prevented, and removed from the smartphone. Securing
a smartphone requires using one of many possible ap-
proaches to break the attack loop. For example, resource
control could break the attack loop by preventing the mal-
ware from gaining access to the smartphone’s resources
to manipulate its data.
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Central data management

Some applications cache users’ secret credentials in
the smartphone’s storage units. This sensitive data might
include personal information such as home address, phone
numbers, photos, and contact lists; correspondence such
as email, text messages, and call logs; credit card informa-
tion, user names, and passwords; files on flash memory or
a memory card; geographic location; and corporate data.

Disclosing this data can end in data leakage resulting
in invasion of the smartphone owner’s privacy or leading
to financial loss.

In addition to using encryption techniques to protect
data, migrating data from smartphones to the cloud is
another option for securing information and reducing the
risk of data theft.

Limited battery life

A smartphone is a resource-constrained device that is
powered by a battery with a limited life and that must be
recharged when drained. Any security solution must con-
sider this limitation as enhanced security cannot sacrifice
battery life.

Vulnerability to theft and loss

Among all potential security issues, loss and theft are
two primary concerns for smartphone users. According to
a report by Lookout, nine million smartphones were lost
in the US in 2011—that’s one phone every 3.5 seconds.'*

Losing control of a smartphone, even temporarily—say,
by loaning it to someone—can have catastrophic conse-
quences. With some simple setup, a malicious user can
reprogram a smartphone’s firmware and flash memory,
physically clone the memory card, or install spyware.

Some simple techniques can help protect against
smartphone theft and loss. For example, the user can
add a password or enable auto-lock. Antitheft technology
that remotely deletes sensitive data when a smartphone
leaves a secure zone is also available through third-party
applications.”®

Embedded sensors

Smartphones often contain many embedded sensors.
Although these sensors enrich a smartphone’s functions,
they also increase risk. For example, researchers found
a way to use accelerometers to decipher computer key-
strokes. With a 58,000-word dictionary, they achieved
80 percent accuracy.'® Using this technique, it is easy to
convert a smartphone into a tapping device. With more
sensors planned for installation in smartphones, new
threats and attacks might be explored and discovered.

However, smartphone owners are vulnerable to the abu-
sive use of smartphone sensor data. For example, some
smartphone applications disclose data to a third party. In
addition, malware might be disguised as a normal appli-




cation to request and receive access to GPS data. Finally,
malware might jail break an iPhone or iPod Touch to allow
the device to run code that is not authorized by Apple and
thus gain control of its sensors.

Real-time resource monitoring can help reduce the risks
of an attacker using a smartphone’s embedded sensors.
Further, smartphones could use real-time monitoring to
detect and block illegal access of the embedded sensors.

Other concerns

As companies adopt smartphones for their businesses,
the BYOD (bring your own device) concept is raising many
security concerns for administrators and IT professionals.”
Although this concept lets employees easily use their own
devices to access corporate applications and resources, au-
diting and enforcing security policies on a personal device
is difficult.’

The smartphone security challenges that enterprises
face include users’ failure to back up and encrypt critical
data. Further, employees might be unaware that the com-
pany has security policies for using smartphones.

Inevitably, most smartphones will include both personal
and business data. However, this raises concerns about the
security of corporate data. One solution is to develop tools
that can distinguish between the two types of data and
enforce a higher security level on corporate data.

Educating smartphone users can improve their security
awareness. A company should enforce its security policies
and regularly audit employee smartphones to ensure their
security.

DESIRED SECURITY FEATURES

Confidentiality, integrity, and authentication are three
of the most desirable security features in a smartphone.

Most smartphones support synchronization between
the device and a computer. This function makes it possible
for another user to access the smartphone file system.
Thus, to keep data confidential, users should employ
encryption techniques and avoid storing sensitive infor-
mation in plaintext on a smartphone.

Integrity applies to both data and the system. App
stores should verify software integration to avoid mali-
cious modification. Further, smartphones should provide
mechanisms to protect system integrity. They should also
block unauthorized data access requests.

A smartphone authentication service could protect
smartphone users against malware attacks that spoof
caller IDs and MMS. Because femtocells help improve both
coverage and capacity, authentication becomes important
to validate a carrier’s identity.

Separation of sensitive from nonsensitive data
A smartphone should separate sensitive from nonsen-
sitive data and give users the flexibility to assign data as

sensitive. Although sensitive data might be an easy target
for hackers, having a clear target to protect instead of
taking extra computational and battery power to protect
the entire flash drive or memory card is advantageous. In
addition, simple security techniques, such as encryption
and steganography, can protect sensitive data.

Isolating sensitive data is also good for business. Smart-
phone users can identify corporate data as being sensitive
and assign a higher security level to it.

Encryption

In addition to encrypting sensitive data stored in smart-
phones, users should encrypt their memory cards. Without
a proper decryption key, the smartphone should not dis-
close the memory card’s contents. However, public-key
cryptography, such as RSA, usually requires additional
computational power and should be used with caution to
avoid draining the battery.

To keep data confidential, users

should employ encryption techniques
and avoid storing sensitive information
in plaintext on a smartphone.

Migrating data from smartphones to the cloud is another
way to protect sensitive data. Cloud-based intrusion-
detection techniques could help detect misbehavior and
protect sensitive data.’® This option would involve a cost
for the cloud service. Migrating smartphone data to the
cloud also involves background data and thus increases
data usage.

any enterprises have started to explore security
solutions for smartphones. Currently, smart-
phone subscribers are solely responsible for
installing applications and ensuring that they are secure.
However, security requires collaboration among mobile
users, service providers, and industry partners. New busi-
ness models for smartphone security are therefore highly
desired.
Smartphone security is challenging and complicated.
However, there are some easy ways to improve smart-
phone security:

 Increase security awareness. Like a desktop PC or
a laptop, a smartphone can be hacked, infected, or
phished. Smartphone users should be aware of poten-
tial threats and attacks when installing software'® or
authorizing it to access flash memory or smartphone
Ssensors.
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« Apply password and auto-lock after a period of time.
Most smartphones support these protective features.

« Do not store irreplaceable data in a smartphone.
Smartphones can easily be lost or stolen.

« Backup smartphone data regularly. Sync your smart-
phone with a computer and always keep a backup of
your data.

e Turn off Bluetooth when you are not using it. Viruses
can spread through Bluetooth to your smartphone.

» Do not use unsecure Wi-Fi hotspots to connect to the
Internet. Packet sniffer software such as Wireshark
can disclose useful information from smartphone data
traffic.

« Use areliable and trusted security tool to secure your
smartphone.

« Ask the smartphone vendor or service provider about
antitheft technology such as “erase data” or “default
smartphone” remotely.

Some subtle signs might indicate that a smartphone is
under attack. For example, the phone’s battery is warm
even when the device has not been used; the phone lights
up at unexpected times, including when it is not in use;
or the phone unexpectedly beeps or clicks during phone
conversations. If any of these occur, have a security profes-
sional check the smartphone.
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