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Tag hits Deefinition
Taint mark bit:

Tag [0] 1’: The data iz untrusted;
‘00": The data is trusted.

Threat level classification bits:

‘007 The data has no threat:

‘01": The data i1s in a low threat level;
“10°: The data is in a middle threat level;
‘11": The data is in a high threat level.

Sensitive information mark bit:
‘1" The data i=s sensitive;

‘“I": The data 1= insensitive.
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Tag
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Registe
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A logic Wriie back

Taint check
remsters

Stack

T: Tag

protection

module ginck

— ! = |

o Address protection

decode module attagk

FE: Feich

: soode 4 atn
I}[ lJ‘-L}JlIL |'|'|\'|'.L‘L'l[ll]1 __

RE: Register -

iy module
EX: Execute

ME: Memuory
XC: Exception Memory monitor
WH: Write back
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Top of stack

Retum addrss

Adtack

' Top of stack

'Spunmls addrss
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Diata from mnpat
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int sum_ 2 {int a, int &)

char buffer [15];
char shell [80];

mnt &,

for(i=0; =80 i++)
buffer [7] = shell [i];
retlirm o)

vond spurious_attack()

while(1)
i
console_print_siving (“AttackSuccesstul! 117,

[}
L]
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5l o BUFFER_DISTANCE buf2 4 bufl o (¢ alols .azius buf2 s bufl o5kl ola i
0 elais buf2 o 1) “A” 5 S e adgl oo Jlaie memset b Jlg3)s g alws 4 |, buf2 1ol
SNl ol Jsb Ll 035 oo adsl oo Jlaie memMset ol Jlysls o alews 4 |, BUFL o oo
memset b aSolsl lcwl 5 SYsb bUfl glgime 5l a5 <ol BUFFER_DISTANCE + OVERSIZE

# include<studio_h:
#defing BUFSIZE 16
idefine OVERSIZE 8
maini
{
unsigned long BUFFER_DISTANCE;
char *bufl = (char®* malloc{ BUFSIZEY,
char *buf2 = (char* malloc{ BLUIFSIZEY,
BUFFER DISTANCE = (unsigned long) buf2 - {unsigned long bufl,
printf{ “bufl=%p, buf2=%p, BUFFER_DISTA[NCE=0x%x{%ad jbvtesin™,
bufl, buf2, BUFFER_DISTANCEY,
memset{buf2, “A", BUFSIZE-1);
bul2[BUFSIZE-1] = “07,
printf{“Before overflow: bul2 = %sin”, but2);
memset(bufl, "B, (unsigned int) BUFSIZE + OVERSIZE);
printf{~ After overflow: buf2 = %s'n®, buf2);
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Leond with Leond
security strategy
Number of slice registers 10% 10%,
Number of slice LUTs 21% 21%
Number used as logic 22% 21%
Number used as memory 1% 1%

Number of route-thrus 1% 1%

Number of occupied slices 40% 39%
Number with an unused Hip-fop 577 57%
Number with an unused LUT 15% 15%
Number of fully used LUT-FF pairs 26% 26%
Number of bonded 3% 37%
Number of block RAM/FIFO 12% 12%
Number of BUFG/BUFGCTRLs 32% 3%
Number of BSCANs 50% 50%
Number of DCM-ADVs 1% 41%
Number of DSP48Es 3% 3%
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