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Smart Grid Features
Demand Micro-grid Management Load Shifting Dynamic Pricing
Side Man-
agement
Demand Eesponse (as in v
[33])
Peak demand and dy- v
namic pricing (as in [34])
Micro-grid management X
(as in [44])
Real-time monitoring (as
in [35])
Power monitoring and
early waming system (as
in [46])
Information  interachon
using Mobile agent (as in
[47])
Dynamic Demand
Response (D2 R) (as
in [48])

Cloud Applications
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Application

Cloud Computing Applications

Future Research Directions

Demand Response

(as in [33])

(a) Data-centric communication
— first tme response and large
scale deployment. (b) Topic-based
group communication — acmrding to
priority based.

s How to overcome the overhead problem with
the implementation of private cloud for small size
network.

Peak demand and
dynamic  pricing
(as in [34])

Incoming jobs are scheduled to be ex-
ecuted according to the available re-
sources, job priority, and other appli-
cable constraints.

s Use cloud application to dynamically increase
bandwidth capacity during peak hours to avoid
congeston.

Micro-grid
managerment
(as in [44])

External computing devices are in-
tegrated with the internal comput-
ing devices to minimize the computa-
tional delay

e Micro-grid to micro-grnid interaction through
cloud.

s Establish virtual energy source as depicted in
[43], and exchange energy between micro-grid and
virtual energy source.

Real-time monitor-
ing
(as in [35])

Advantages of scalable and elastic re-
sources to build a software infrastruc-
ture to support dynamic and always-
on applications.

s Efficient and reliable streaming of real-time mon-
itoring with unique needs of energy information
applications through cloud.

s Provide specialized data abstractions for data
streams.

e Define a proper data privacy policy when allow-
ing third party to share information.

Power monitoring
and early warning
system (as in [46])

S50A and ESB for resource manage-
ment, task management, and security
management

e Design a proactive cloud ENergy management
method that will give an early warning system to
all the micro-grids.

Information inter-
action using Mo-
bile agent (as in

[47])

A mobile agent combining with cloud
computing is used to serve the in-
formation interaction mechanism of
power system

s Increase efficiency using cloud computing mobile
agent for multiple user-requests simultaneously.

Dynamic Demand
Response (D2 R)
(as in [48])

s Intelligent demand-side manage-
ment and relieve peak-load using
cloud application

s Demand response is operated within
the micro-grid

s Built a software platform which supports all the
portable devices from different region.

» Define demand response model externally in the
cloud and integrate it into the internal micro-grid
operation.

s [ntegrate a D* R model that will support all the
programming applications.
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Cloud Applications

Smart Grid Features

Cost Optimization

Data Storage

Dynamic Pricing Paa5/ Saa5/ laas

Cloud data warehouse
{such as in [56])

X

v

X Saas, Paas

Information management
cloudward (such as in

57)

v

7

v laaS, PaaS

Net-AMI  infrastructure
{such as in [58])

PaaS, SaaS, IaaS

Smart meter data streams
in cloud (such as in [59])

laas

Smart grid data cloud
(such as in [60])

Faas

Dynamic data center op-
erations (such as in [63],

[64])

FaaS

3 Jooo

Application

Cloud Compu I:itlg Applical:iuns

Future Research Directions

Cloud data
warehouse (as in
[56])

Multidimensional data analysis in
smart grid.

# Define proper access control mechanism for cloud
data warehouse to support smart grid architecture.
s Establish co-ordination between smart grid and
cloud data warehouse.

e Build a software platform which support unified
data management for smart grid environment.

Information
management
cloudward (as in
[571)

Different domains for cost effective
information management cloudward.

# Define a cloud-based model which support all
domains simultaneously.

Met-AMI
infrastructure
(as in [58])

Cloud computing infrastructure for
communication and information opti-
muzation.

s Define a proprietary protocol for cloud comput-
ing to support Ethernet for net-AMI architecture in
smart grid.

] Imp]ement secure and privacy communication
mechanism using cloud based net-AMI infrastruc-
ture in presence of radio waves.

Smart meter data
streams in cloud
(as in [59])

Cloud acts as [nfrastructure as a Service
for processing smart meter data.

o Guaranteed work-flow latency and processing
rates with the help of cloud data optimization.

Smart grid data
cloud {as in [60])

Real-time distributed data manage-
ment and parallel processing of infor-
mation using data cloud.

s Dynamic pricing model in smart grid architecture
according to load on cloud data services,

Dynamic data cen-
ter operations (as
in [63], [64])

Storing the real-time data on cloud,
and served the data as Internet data
centers (1DC) to users.

s Implementation of secure data storage mecha-
nism to preserve the privacy of the users.

s Proposing adequate data transfer framework
from users to cloud and vice-versa.
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Cloud Applications

Smart Grid Security Features

Cyber-Security

Data Security Threat Detection
and Privacy

Software platform for server and client's se- v

curity (as in [68])

X

Sottware architecture for security and pri- v

vacy (as in [69])

v

Distributed wverification protocol (as in [70])

Power cloud computing (as in

71])

State estimation method (as in

[72])

Privacy Preservation (as in [73])

5 Jgo

Application

Cloud Computing Applications

Future Research Directions

Security and pro-
tection system for
electric power in-
formation (as in

[68])

Server acts as cloud and takes decision
according to clients’ data.

s Develop cloud as “software as a service’ for data
privacy issues in large scale deployment of smart

grid.

Privacy and
lssues i smark
grid software
architecture (as in

[69])

Using a cloud computing platform,
utility can quickly and effectively deal
with malicious software.

s Define security mechanism for smart grid while
using public cloud computing applications.

s Effective and efficient security and privacy poli-
cies to support increasing data from smart meters.

Distributed verifi-
cation pmtncul (as
in [70])

Data storage security in cloud com-
puting.

¢ Use distributed verification protocol to prevent
information leakage in smart grid.

Security technolo-
gies for

power cloud
computing (as in

[71])

Trust boundary is expanded using
cloud applications.

s Expand power cloud applications for non-
technical issues in smart grid, such as improve
quality of service mechanism.

Real-ime state es-
timation for smart

grid (as in [72])

Cloud based state estimation tech-
nique.

e State estimation method for mission-oriented se-
curity technologies for smart grid development.

Privacy preserving
range-query (as in
[73])

Cloud-based information privacy pre-
serving scheme,

s Implementation of ranked range query, while
preserving the privacy of the users.
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