ResearchGate

See discussions, stats, and author profiles for this publication at:

Image encryption using DNA complementary
rule and chaotic maps

Article /n Applied Soft Computing - May 2012

DOI: 10.1016/j.as0c.2012.01.016

CITATIONS READS
112 313

3 authors, including:

Dalian University of Technology 20 PUBLICATIONS 371 CITATIONS

300 PUBLICATIONS 4,919 CITATIONS
SEE PROFILE

SEE PROFILE

Some of the authors of this publication are also working on these related projects:

spatial nonliear coupled spatiotemporal chaotic models and applications

All content following this page was uploaded by on 06 May 2015.

The user has requested enhancement of the downloaded file. All in-text references are added to the original document

and are linked to publications on ResearchGate, letting you access and read them immediately.


https://www.researchgate.net/publication/257635646_Image_encryption_using_DNA_complementary_rule_and_chaotic_maps?enrichId=rgreq-7e3b8b85c37bfbc312509ea7d60fbc23-XXX&enrichSource=Y292ZXJQYWdlOzI1NzYzNTY0NjtBUzoyMjU5MjkzNzc5MTQ4ODBAMTQzMDg3NzE2OTIxNA%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/257635646_Image_encryption_using_DNA_complementary_rule_and_chaotic_maps?enrichId=rgreq-7e3b8b85c37bfbc312509ea7d60fbc23-XXX&enrichSource=Y292ZXJQYWdlOzI1NzYzNTY0NjtBUzoyMjU5MjkzNzc5MTQ4ODBAMTQzMDg3NzE2OTIxNA%3D%3D&el=1_x_3&_esc=publicationCoverPdf
https://www.researchgate.net/project/spatial-nonliear-coupled-spatiotemporal-chaotic-models-and-applications?enrichId=rgreq-7e3b8b85c37bfbc312509ea7d60fbc23-XXX&enrichSource=Y292ZXJQYWdlOzI1NzYzNTY0NjtBUzoyMjU5MjkzNzc5MTQ4ODBAMTQzMDg3NzE2OTIxNA%3D%3D&el=1_x_9&_esc=publicationCoverPdf
https://www.researchgate.net/?enrichId=rgreq-7e3b8b85c37bfbc312509ea7d60fbc23-XXX&enrichSource=Y292ZXJQYWdlOzI1NzYzNTY0NjtBUzoyMjU5MjkzNzc5MTQ4ODBAMTQzMDg3NzE2OTIxNA%3D%3D&el=1_x_1&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Xingyuan_Wang?enrichId=rgreq-7e3b8b85c37bfbc312509ea7d60fbc23-XXX&enrichSource=Y292ZXJQYWdlOzI1NzYzNTY0NjtBUzoyMjU5MjkzNzc5MTQ4ODBAMTQzMDg3NzE2OTIxNA%3D%3D&el=1_x_4&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Xingyuan_Wang?enrichId=rgreq-7e3b8b85c37bfbc312509ea7d60fbc23-XXX&enrichSource=Y292ZXJQYWdlOzI1NzYzNTY0NjtBUzoyMjU5MjkzNzc5MTQ4ODBAMTQzMDg3NzE2OTIxNA%3D%3D&el=1_x_5&_esc=publicationCoverPdf
https://www.researchgate.net/institution/Dalian_University_of_Technology?enrichId=rgreq-7e3b8b85c37bfbc312509ea7d60fbc23-XXX&enrichSource=Y292ZXJQYWdlOzI1NzYzNTY0NjtBUzoyMjU5MjkzNzc5MTQ4ODBAMTQzMDg3NzE2OTIxNA%3D%3D&el=1_x_6&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Xingyuan_Wang?enrichId=rgreq-7e3b8b85c37bfbc312509ea7d60fbc23-XXX&enrichSource=Y292ZXJQYWdlOzI1NzYzNTY0NjtBUzoyMjU5MjkzNzc5MTQ4ODBAMTQzMDg3NzE2OTIxNA%3D%3D&el=1_x_7&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Abdurahman_Kadir?enrichId=rgreq-7e3b8b85c37bfbc312509ea7d60fbc23-XXX&enrichSource=Y292ZXJQYWdlOzI1NzYzNTY0NjtBUzoyMjU5MjkzNzc5MTQ4ODBAMTQzMDg3NzE2OTIxNA%3D%3D&el=1_x_4&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Abdurahman_Kadir?enrichId=rgreq-7e3b8b85c37bfbc312509ea7d60fbc23-XXX&enrichSource=Y292ZXJQYWdlOzI1NzYzNTY0NjtBUzoyMjU5MjkzNzc5MTQ4ODBAMTQzMDg3NzE2OTIxNA%3D%3D&el=1_x_5&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Abdurahman_Kadir?enrichId=rgreq-7e3b8b85c37bfbc312509ea7d60fbc23-XXX&enrichSource=Y292ZXJQYWdlOzI1NzYzNTY0NjtBUzoyMjU5MjkzNzc5MTQ4ODBAMTQzMDg3NzE2OTIxNA%3D%3D&el=1_x_7&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Xingyuan_Wang?enrichId=rgreq-7e3b8b85c37bfbc312509ea7d60fbc23-XXX&enrichSource=Y292ZXJQYWdlOzI1NzYzNTY0NjtBUzoyMjU5MjkzNzc5MTQ4ODBAMTQzMDg3NzE2OTIxNA%3D%3D&el=1_x_10&_esc=publicationCoverPdf

Applied Soft Computing 12 (2012) 1457-1466

Contents lists available at SciVerse ScienceDirect

Applied Soft Computing

journal homepage: www.elsevier.com/locate/asoc

Image encryption using DNA complementary rule and chaotic maps

Hongjun Liu®P?, Xingyuan Wang?*, Abdurahman kadir¢

aSchool of Electronic and Information Engineering, Dalian University of Technology, Dalian 116024, China

b School of Information Engineering, Weifang Vocational College, Weifang 261041, China

¢ School of Computer Science and Engineering, Xinjiang University of Finance and Economics, Urumqi 830012, China

ARTICLE INFO ABSTRACT

Article history:

Received 13 January 2011

Received in revised form 18 January 2012
Accepted 24 January 2012

Available online 31 January 2012

Keywords:

Image encryption

DNA coding
Complementary rule
Message Digest 5
PWLCM

Chebyshev chaotic maps

This paper proposes a novel confusion and diffusion method for image encryption. One innovation is
to confuse the pixels by transforming the nucleotide into its base pair for random times, the other is
to generate the new keys according to the plain image and the common keys, which can make the
initial conditions of the chaotic maps change automatically in every encryption process. For any size
of the original grayscale image, after being permuted the rows and columns respectively by the arrays
generated by piecewise linear chaotic map (PWLCM), each pixel of the original image is encoded into
four nucleotides by the deoxyribonucleic acid (DNA) coding, then each nucleotide is transformed into its
base pair for random time(s) using the complementary rule, the times is generated by Chebyshev maps.
Experiment results and security analysis show that the scheme can not only achieve good encryption
result, but also the key space is large enough to resist against common attacks.

© 2012 Elsevier B.V. All rights reserved.

1. Introduction

In recent years, plenty of image encryption approaches have
been proposed. The diffusion and confusion processes in cryptog-
raphy proposed by Shannon [1] are successfully applied in image
encryption. In order to disturb the high correlation among pix-
els, the Arnold cat map is often used to diffuse the pixel positions
in many literatures [2-8], but this map has two shortages, one is
that the iteration times are very limited, which is usually less than
1000 times; the other is that the width and height of the original
image are required to be equal, or the image can not be completely
permuted.

The chaotic map is often applied to generate the pseudo-random
sequence to confuse the pixels [9]. For the chaotic map has sen-
sitive dependence on initial conditions [10], experiment results
show that applying more than one chaotic map can achieve larger
key space [11]. Liu et al. proposed a cryptosystem based on multi-
chaotic maps [12]. Patidar et al. proposed a substitution diffusion
method using chaotic standard and logistic maps [13]. Mazloom
and Eftekhari-Moghadam proposed a color image encryption algo-
rithm based on coupled nonlinear chaotic map [14].

In the cryptographic system, it is very important to choose a
good chaotic generator with desirable dynamical statistical prop-
erties. It is well known that some smooth chaotic systems, such
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as the Logistic map, there is a dense set of periodic windows for
any range of parameter values [15], thus imposing restrictions for
the practical application of such systems in chaotic cryptography
[16], although there have been many image encryption schemes
based on it [17]. Li et al. proved that Logistic map does not satisfy
the requirements as a good random source [18]. Awad et al. com-
pared the 1-D chaotic generators for digital data encryption, and
the results showed that the PWLCM map is better than the Logistic
map [19]. Akhshani et al. proposed the image encryption scheme
based on 2D PWLCM maps [20].

Recently, the characteristics of DNA computing, massive paral-
lelism, huge storage and ultra-low power consumption have been
found [21,22]. Some researchers turned to use the complemen-
tary rule of DNA to encrypt image. Gehani et al. [23] presented
an image encryption algorithm of one-time pad cryptography with
DNA strands. Zhang et al. [24,25] proposed two Image encryption
algorithms using the exclusive or (XOR) operation, bit shiftand DNA
addition and subtraction operation, but the 1-D or 2-D Logistic map
is chosen to generate the chaotic sequence.

In this paper, we proposed a novel confusion and diffusion
method for image encryption. For any size of the grayscale image,
we permute the rows and columns respectively by the arrays gen-
erated by PWLCM instead of the Arnold cat map or the Logistic map.
After encoding each pixel of the original image to four nucleotides
by DNA coding, then use the complementary rule to transform each
nucleotide into their base pair for different times, which are gen-
erated by Chebyshev chaotic maps. We use the MD5 hash of the
plain image to generate the initial values and parameters of the
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chaotic maps, to make the keys change for each encryption with-
out changing the common keys. Experiment results and security
analysis show that the scheme not only can achieve good encryp-
tion result and large key space, but also can resist against common
attacks.

2. DNA coding, complementary rule and chaotic maps
2.1. DNA coding and complementary rule

Each DNA sequence contains four nucleic acid bases, which are
A (adenine), C (cytosine), G (guanine) and T (thymine), where A and
T, C and G are complementary pairs [23]. In the total 4! =24 kinds
of coding, there are only 8 of them can meet the complementary
rule, for example, the decimal digits “0123” (the corresponding
binary number is “00011011”) can be encoded into one of them,
such as “CTAG”, “CATG”, “GTAC”, “GATC”, “TCGA”, “TGCA”, “ACGT”
or “AGCT".

If we use the four nucleic acid bases C, T, A and G, to denote the
binary value of 00,01, 10 and 11 respectively, each 8-bit pixel value
of the grayscale image can be encoded into a nucleotide string [26],
forexample, if the grayscale value of the pixel is 177, its binary value
is“10110001”, which can be expressed as the four 2-bit nucleotides
“AGCT”. Inversely, to decode the nucleotide string, we can get the
pixel value. Suppose the size of original grayscale image I is M x N,
after converting it to a binary matrix I”, we can encode it by DNA
coding and transform it into one-dimension sequence X, which can
be expressed as follows.

X:{X],Xz,...,X4MN}, XjE{A,C,T,G}. (1)

The complementary rule must satisfies that, for each nucleotide x;
in the nucleotide string,
x; # B(x;) # B(B(x;)) # B(B(B(x;))) )
x; = B(B(B(B(x;)))) '
where B(x;) is the base pair of x;, which can guarantee the comple-
mentary rule of injective mapping.

Abide by the rules of Eq. (2), the complementary pairs can be
defined. That is, a unique counterpart is assigned to each base pair.
The number of legal complementary rules should be considered,
and there are total 6 group legal complementary rules, which are
shown as follows:

(AT)X(TC)(CG)(GA), (ATXTG)(GC)(CA), (AC)(CTXTG)(GA),
(AC)(CG)(GT)(TA), (AG)(GT X(TC)(CA), (AG)(GC)(CT(TA).

Forinstance, we can choose one of the complementary rule, such
as (AT)(TG)(GC)(CA), to apply it in the proposed image encyption.

2.2. Generate the initial conditions of PWLCM system and
Chebyshev maps by MD5 hash

In cryptography, MD5 is a widely used cryptographic hash func-
tion with 128-bit hash value. A MD5 hash is typically expressed as
a 32 digit hexadecimal number. Even if there is only one bit dif-
ference between two images, their MD5 results will be completely
different [27].

Before encrypting the original grayscale image, we firstly com-
pute its MD5 hash M and divide it into four groups, and each group
has eight hexadecimal numbers, i.e. hjhj;hjzhjs, j=1, 2, ..., 8. For
each group, we convert it into a floating decimal number d; € (0,0.1)
by Eq. (3):

dj = hex 2dec(hj1 hjzhj3hj4) X ‘1076. 3)

Suppose the common initial values of the PWLCM system are
Xp and yo, the parameters are pyx and py, for each specific grayscale

Fig. 1. The distribution of x with different p in 5000 iterations.

image, the new initial values x; and y;, the parameters p} and p),
can be generated by Eq. (4):

Xy =Xo +dq
Yo=Yo+do

4
Py =px+ds @
py =Dy +dg

Similarly, suppose the common initial values of the Chebyshev
maps are zg and qo, the parameters are w, and wg, for each grayscale
image, the new initial values z; and qj,, the parameters w; and w;
can be generated by Eq. (5):

zy =20 +ds
dp=¢qo +ds 5
W, =w; +d; (5)
W&:Wq-i-dg

By these means, we can ensure the generation of the keys
dependent to the plain image, and that can make the keys change
for every encryption procedure without changing the common keys
[28].

2.3. Using PWLCM system to generate permutation arrays

The PWLCM system has gained increasing attention in chaos
research recently due to its simplicity in representation, effi-
ciency in implementation, as well as good dynamical behavior. The
PWLCM can be described in Eq. (6):

Xi/Ds O0<x;<p
Xip1 =Fp(x)= ¢ (x;—p)/(0.5-p) , p<x <05, (6)
Fp(] 7X,‘), xizO.S

where x; €[0,1). When the control parameter p €(0,0.5), Eq. (6)
evolves into chaotic state [10], p can be served as the secret key.
The PWLCM system has uniform invariant distribution and very
good ergodicity, confusion and determinacy [29], so it can provide
excellent random sequence, which is suitable for cryptosystem. The
distribution of x with different p of the PWLCM system is depicted
in Fig. 1, where the values of x are uniformly distributed.

We use Eq. (6) to generate two sequences Xy ={x1, X2, . . ., XM}
and Yy ={y1,¥2, . ...yn} with the initial values x;, and y,, the param-
eters pj, and p;, generated by Eq. (4).

In order to diffuse the pixels by permuting the rows and
columns respectively, we need to generate the rows permutation
and columns permutation arrays. Firstly, we generate two arrays of
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Fig. 2. The bifurcate image and Lyapunov exponent image of Chebyshev maps.

H and V to donate the numbers of rows and columns in ascending
order.

H={1,2,...,M}, (7)
V={1,2,...,N}. (8)
Then we permute array H by Eq. (9) to get array H'.

H'(i) = H((x x M)modi), x;eXy, i=M,M-1,...,2,1.  (9)

Similarly, we can get array V' by Eq. (10).
V'(G) =V(((yj x N)modj), yjeYy, j=N,N-1,...,2,1. (10)

2.4. Using Chebyshev maps to generate the iteration times
sequence

The expression of Chebyshev maps is as follows:

Zia=cos(w coslz), —1<z<1, (11)

where w is the degree of Chebyshev maps, its corresponding invari-
ant density is as follows:

1
(/1 —zz).

Chebyshev maps have important properties of excellent cryp-
tosystem [27]. If we[2,6], the Lyapunov exponent of Chebyshev
maps is positive, this predicates that the Chebyshev maps are
chaotic. The bifurcate image and Lyapunov exponent image are
shown in Fig. 2.

There are total M x N pixels in the original grayscale image, each
8-bit pixel can be expressed as four 2-bit nucleotides, so the size
of sequence C is 4MN. We use Eq. (11) to generate two sequences
Z={z1,22, ..., Zayn} and Q={q1.q2, - . ., qamn}, With the new initial
values z; and q;, the parameters w; and wy generated by Eq. (5).

The sequence P={p1 pa, ..., paun} generated by the Eq. (13) is
to serve as the location, which will be used to get one digit from z;.

o(z) = (12)

Simulation results show that the effective precision can be set to
10-13, in order to enlarge the key space, we randomly selected one
digit from 15 decimal digits, according to the location sequence P.

Finally we can get the sequence C={cy, ¢, ..., Caun}, Ci€ {0, 1,
2,3} by Eq. (14), to serve as the iteration times, which is one-to-one
correspondent with the nucleotide sequence X generated by Eq. (1).

¢; = int(extract(z;, p;)) mod 4, (14)

where the function extract(z;,p;) is to extract the p;-th decimal digit
from z;.

3. Image encryption and decryption algorithm
3.1. Image encryption algorithm

Suppose the size of the original grayscale image I is M x N, the
encryption steps are as follows.

Input: Image I, the common initial values xq, yo, zg and qg, the
parameters py, py, Wz and wy.
Output: The encrypted image.

Step 1. Compute the MD5 hash of the plain image, and then gener-
ate the new initial conditions by Eqs. (4) and (5).

Step 2. Permute the rows and columns of image I respectively,
according to the arrays of H' and V' generated by Egs. (9)
and (10), to get the permuted image I'.

Step 3. Convert image I’ into a binary matrix I”, and then encode
it by DNA coding and transform it into one-dimension
nucleotides sequence X.

Step 4. Generate the location sequence P, the iteration times
sequence C by Egs. (13) and (14). Compute the base pair
of each nucleotide x; € X for c; time(s), as show in follows.

For each x; € X, do the following operation:
if ¢; =0, do not change d;;
elseif ¢;=1, x; = B(x;);
else if ¢;=2, x; = B(B(x;));
else if ¢c; =3, x; = B(B(B(x;))).

Step 5 Convert the sequence X into a two-dimension matrix, and

then convert it into the encrypted image.

3.2. Image decryption algorithm

The decryption algorithm is the reverse process of encryption
algorithm, and the steps are as follows.

Input: The encrypted image, the common initial values and param-
eters are the same as the encryption algorithm.
Output: The decrypted image.

Step 1. Convert the encrypted image into a binary matrix, and
then encode the matrix into one-dimension nucleotides
sequence X by DNA coding.

Step 2. According to the MD5 hash of the plain image, generate the
new initial conditions by Eqs. (4) and (5).

Step 3. Generate the sequences P and C by Egs. (13) and (14). Com-
pute the complementary pair of each nucleotide x; € X for
(4 —¢;) mod 4 time(s) to get X'.
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Step 4. Transform the sequence X’ into two-dimension matrix, and
then convert it into image I'.

Step 5. Recover the rows and columns of I respectively, according
to the arrays H and V' generated by Eqs. (9) and (10), to get
the decrypted image I.

4. Experimental results

Here we set the initial values and parameters of PWLCM
system: x=0.3675123321233133, y(=0.5675123321233122,
px=0.3675123321233133, py=0.1675123321233122. For
the Chebyshev maps, we set 2zy=0.6382911122234563,
q0=0.2282911122234561,  w;, = 5.2992332345678933  and
wq = 4.2892332345678912. The size of the original grayscale
image is 256 x 256.

For the original images of Lena and Pepper, we permute their
rows and columns respectively to diffuse the pixels, the permuta-
tion results are shown in Fig. 3.

We create confusion by encoding the permuted images into
nucleotides and transform each nucleotide d; € D into its base pair
for ¢; € C time(s). The results are shown in Fig. 4 (a) and (d).

The decryption algorithm reversely permutes the rows and
columns, and then computes the base pair of each nucleotide, The
results are shown in Fig. 4.

5. Performance and security analysis
5.1. Key space and sensitivity analysis

The high sensitivity to initial conditions is inherent to any
chaotic system. To provide an encryption algorithm with high secu-
rity, the key space should be large enough to make any brute force
attack ineffective. The total key space is from the confusion and
diffusion processes. Our encryption algorithm actually does have
some of the following secret keys: (1) for the PWLCM system, the

initial values xq and y, the parameters py and py; (2) for the Cheby-
shev maps, the initial values zg and qo, the parameters w; and wg;
(3) DNA coding and complementary rule.

For the PWLCM system, the sensitivity to the initial value and
parameter are both considered as 10~16 [30]. If we set the precision
decimal value of keys from 10! to 10~16, the ratio of the different
elements between two arrays is larger than 0.76, and it equals zero
when the key difference is 1017, as the simulation results for xg
and py are shown in Fig. 5, the same to yg and py, so the key space
Sxo = Sy, = 10'®. For the variation of the parameters py, py € (0, 0.5),
then Sp, = Sp, = 0.5 x 106,

For the Chebyshev maps, the sensitivity of our algorithm to zg
is illustrated in Fig. 6. When the tiny change in the initial value
Azg=10"13, the decrypted image is still indistinguishable. But
when Azy=10"16, the decipher result is uncertain, for example,
when we encrypt the Lena image with zg=0.6382911122234563,
it can be successfully decrypted by zo =0.6382911122234564, but
when z5 =0.6382911122234565, the decrypted image is still indis-
tinguishable.

We encrypt the Lena image with two close initial values of
Azg=10"13, the results are shown in Fig. 7, from the difference
of Fig. 7(c) we can find that the encryption results are completely
different. A large number of experimental results indicate that the
key spaces for initial values are S;, = Sq, = 10'. Similarly, the vari-
ation of the parameters w; and wy in the chaotic region is between
2 and 6 with a step of 10~15, when the tiny changes in the parame-
ter values Aw, =10-15 or Awg=10-15, the decrypted image is still
indistinguishable, 5o Sy, = Sw, ~4 x 10'°.

There are only 8 kinds of the DNA coding to meet the
complementary rule, and there are altogether 6 kinds of
legal complementary rules. So the total key space S=8 x 6 x
Sx0Sv6Spx Spy Sz0Sa0 Sw Swy ~ 1.92 x 10'2%, which is much larger than
2100 [31], so the encryption algorithm has a large enough key space
to resist all kinds of brute-force attacks. The comparison of the key
space with the existing algorithms is shown in Table 1.

Fig. 3. The permutation results of Lena and Pepper.
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Fig. 4. Decryption: the reversal permutation and confusion results.

Fig. 5. Key space analysis of the PWLCM system.

5.2. Resistance to statistical attack

5.2.1. The gray histogram analysis

Considering the statistical analysis of the original image and the
encrypted image, Fig. 8 shows the grayscale histograms of Lena and
Pepper and their encrypted images. Comparing their histograms
we can find that the pixel grayscale values of the original image are
concentrated on some values, but the histograms of the encrypted
images are relatively uniform, which makes the statistical attacks
difficult.

Table 1
Compare the key space of the proposed algorithm with the existing algorithms.
Algorithms Key space
Ref. [24] 1072
Ref. [25] 10°6
Proposed algorithm 1.92 x 10126

5.2.2. Correlation coefficient analysis

We randomly select 2500 pairs of adjacent pixels (in vertical,
horizontal and diagonal directions) from the original image and
encrypted image, and calculate their correlation coefficients of two
adjacent pixels according to the following formula [32]:

cov(x,y)

Iy = ———. (15)
D(x)y/D(y)
where
1 N
cov(x.y) = 5 (% — EGi — Ev)),
i=1

N N
B = &3 X% D)= > 0y~ )
i=1 i=1

Fig. 9 shows the correlation of two adjacent pixels in the original
Lena image and its encrypted image of Fig. 4 (a), the results demon-
strate that the correlations of adjacent pixels in the encrypted
image are greatly reduced.

Table 2 shows the results of correlation coefficients of two adja-
cent pixels in Fig. 9, which is compared with the results in Refs.
[24,25]. The results indicate that the correlation of two adjacent
pixels of the plain image is significant, while that of the proposed

Table 2

The comparison of the correlation coefficients of Lena.
Correlation Vertical Horizontal Diagonal
Plain Lena image 0.9132 0.9768 0.9428
Ref. [24] 0.0036 0.0023 0.0039
Ref. [25] 0.0057 0.0024 0.0027
Fig. 4(a) 0.0021 0.0004 ~0.0038
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Fig. 6. Key sensitivity tests of the Chebyshev maps, where (¢), (d) and (e) are the decrypted Lena with different initial values.

Fig. 7. The encrypted results of Lena with close initial values and their difference.

algorithm are lower than the existing ones, so the encryption effect
is rather good.

5.3. Information entropy analysis

Information entropy is the most important feature of ran-
domness. Let m be the information source, and the formula for
calculating information entropy is [33]:

2n-1

H(m) = " p(m;)log, (16)
i=0

1
p(m;)’
where p(m;) represents the probability of symbol m. Assume that

there are 28 states of the information source and they appear with
the same probability, according to Eq. (16), we can get the ideal

H(m)=8, which indicates that the information is random. Hence
the information entropy of the encrypted image should be close to
8, the closer it gets to 8, the harder the cryptosystem leaves some
information available. We use Eq. (16) to calculate the informa-
tion entropy of the encrypted image of Lena, Pepper, Airplane and
Barbara, Table 3 shows the entropy of the grayscale values: which
are all close to the ideal value 8, so the probability of accidental
information leakage is very little.

Table 3
The results of information entropy.
Lena Pepper Airplane Barbara
Plain image 7.4340 7.5764 6.7333 7.5800
Encrypted image 7.9874 7.9860 7.9780 7.9867
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Fig. 8. The histograms of Lena and Pepper.

5.4. Differential attack

As a general requirement for all the image encryption schemes,
the encrypted image should be greatly different from its original
form. Such difference can be measured by means of two criteria
namely, the number of pixel change rate (NPCR) and the unified
average changing intensity (UACI) [33]. The proposed cryptosystem
can ensure two ciphered images completely different, even if there
is only one bit difference between them.

Here are the formulas to calculate NPCR and UACI:

POR(N)

NPCR = W< H

x 100%, (17)

1 |G, j) - C'(i, )
UACI = £ 27

555 x 100%, (18)

ij
where Wand H represent the width and height of the image respec-
tively. C and C' denote the encrypted images before and after one

pixel of the plain image is changed. For the pixel at position (i), if
C(i,j) #+ C(i,j), let D(ij)=1; else let D(i,j)=0.

5.4.1. Correlation, NPCR and UACI of the encrypted images

We test the correlation coefficient, the NPCR and UACI of the
original and encrypted images of Lena and Pepper respectively,
their results are shown in Table 4. From the results we can find
that our algorithm is robust against differential attack.

5.4.2. Sensitivity test of the plain images with one bit difference
We test two plain images by the same common initial values
and parameters, as shown in Fig. 10(a) and (b). Fig. 10(a) is an

Table 4

Correlation, NPCR and UACI of the encrypted Lena and Pepper.
Image Correlation NPCR (%) UACI (%)
Ref. [24] 0.0033 99.61 38
Figs. 3(a) and 4(a) -0.0169 99.6017 28.1370
Figs. 3(e) and 4(d) -0.0125 99.6185 29.1988

“all-zero” plain image, and Fig. 10(b) has only one bit difference
from Fig. 10(a), their encryption results and the difference are
shown in Fig. 10(c)-(e).

We calculate the correlation coefficients of the encrypted
images of Fig. 10(c) and (d), in Table 5, we summarize the cor-
relation, NPCR, and UACI obtained between them. It is shown that
the correlation between the two encrypted images is low. From the
NPCR and UACI results we can find that our algorithm is very sensi-
tive to tiny changes in the plain image, even if there is only one bit
difference between two plain images, the decrypted images will be
completely different.

5.5. Robustness against noise
One of the most important problems in a real-world communi-

cation technology is the robustness of a cryptosystem against noise.
Very often signal-independent noise occurs while an image is being

Table 5

Correlation, NPCR and UACI of the encrypted images.
Image Correlation NPCR UACI
Fig. 10(c) and (d) 0.0026 99.5376 32.5738
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Fig. 9. Correlation of two adjacent pixels in the plain Lena and in the ciphered Lena.

(a) The “all-zero” image (b) The image with one bit difference from (a)

Fig. 10. The encryption results and difference of two images with one bit difference.
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Fig. 11. The encrypted images with noise and the decrypted images.

transmitted electronically from the transmitter to the receiver. The
error propagation phenomenon implies thaterrors in the encrypted
image will lead to the errors in the decrypted image.

Some of the commonly used cryptosystems are very sensitive
to noise. A small change in the encrypted image may induce a
strong distortion in the decrypted image, which does not allow one
to recuperate the original image. For example, the cryptosystem
described in Ref. [34] also suffers from this drawback; an error in
one pixel and one looses the original image completely. A good
algorithm can de designed to avoid the propagation error in the
decrypted image. For example, Awad et al. perturb the chaotic value
using a maximal length linear feedback shift register (LFSR), then
the permuted blocks are independent [33].

Our cryptosystem is robust against noise, as we firstly diffuse the
pixels by permuting the rows and columns respectively, and then
confuse each pixel by the DNA complementary rule. In the decryp-
tion process, the pixels changed by the noise will not propagate in
the decrypted image, i.e. the domino effect does not exist.

We prefer to use the white Gaussian noise because it provides a
reasonable assumption for the unavoidable randomness of the real
physical channel, and the random numbers of white Gaussian noise
are uniformly distributed.

Fig. 11 shows the encrypted Lena image that is affected by
white Gaussian noise with different variances, and their decrypted
ones. Table 6 shows the mean value of the correlation coefficients,
NPCR and UACI of the noisy decrypted and the original Lena image,

Table 6

Correlation, NPCR and UACI between original and decrypted Lena under noise.
Image Correlation NPCR (%) UACI (%)
Figs. 11(d) and 3(a) 0.9584 99.2094 28.4417
Figs. 11(e) and 3(a) 0.9198 99.6125 28.6448
Figs. 11(f) and 3(a) 0.9079 99.6155 28.8007

although the NPCR>99% and the UACI > 28%, the noisy decrypted
images can still maintain the overall information contained in the
original image by visual inspection, and their correlation is still
high.

6. Conclusion

In this paper, we proposed a novel confusion and diffusion
method for image encryption algorithm. We use the MD5 hash
to ensure the initial conditions of the chaotic maps change with
the plain image. After the rows and columns of the original image
being diffused by arrays generated by PWLCM system, each pixel is
encoded into four nucleotides by DNA coding. Then we use the com-
plementary rule of DNA to transform each nucleotide into its base
pair for random time(s), which is the pseudo-random sequence
generated by Chebyshev chaotic maps. Experiment results and
security analysis show that the scheme can not only achieve good
encryption result, but also the key space is large enough to resist
against common attacks.
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